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Economic Might, National Security, and the Future of American Statecraft

Given the many significant challenges America faces today —
including high levels of debt, political discord, the rise of China,
and the emergence of Asian economies as the drivers of global
growth — what is the country's plan for preserving its great-
power primacy? Inthis article, the authors examine the power that
resides at the intersection of economics and national security,
and propose how better to sustain the country's economic might

and leverage it in the service of American primacy.

he COVID-19 crisis and the resulting

economic devastation have fueled al-

ready growing concerns about the state

of the U.S.-led world order.' For the

past decade, public figures have raised concerns

about the rise of China,> the erosion of the Amer-

ican dream,® the perceived failures of American

leadership,* and America’s relative loss of power.s

Now, suffering through a tragic international crisis,

it is only natural that people might wonder what

the future holds. Whether one agrees with these

concerns or not, it is undeniable that many Ameri-
cans are uneasy about their country’s future.®

The reality of American power is complicated.

By most measures, the United States still enjoys

preeminence: It maintains the world’s most power-

ful military and is the global leader in technological
development and innovation.” It possesses unri-
valed structural power, due both to its reserve cur-
rency and to America’s role in having shaped the
principles of the global order and of international
institutions.® Its network of like-minded allies and
partners has endowed it with a unique ability to in-
fluence international affairs.” And a vibrant, strong
economy has sustained the growth of American
power, helped along by America’s unique political
values and culture, and its standing as a symbol of
democracy for the world.”

At the same time, despite its many advantag-
es, America currently faces serious headwinds,
including high levels of debt, reduced economic
mobility, political discord, and the emergence of

1 See, e.g., Kurt M. Campbell and Rush Doshi, "The Coronavirus Could Reshape Global Order," Foreign Affairs, March 18, 2020, https://www.
foreignaffairs.com/articles/china/2020-03-18/coronavirus-could-reshape-global-order; and Richard Haas, "The Pandemic Will Accelerate History
Rather than Reshape It," Foreign Affairs, April 7, 2020, https://www.foreignaffairs.com/articles/united-states/2020-04-07/pandemic-will-acceler-

ate-history-rather-reshape-it.

2 This perception is most notably captured in the "Thucydides Trap" concept, popularized by Graham Allison in, among others, Graham Allison,
Destined for War: Can America and China Escape Thucydides's Trap? (New York: Houghton Mifflin Harcourt, 2017).

3 See, e.g., Josh Hawley, "Speech at the National Conservatism Conference," July 18, 2019, https://www.hawley.senate.gov/senator-josh-haw-

leys-speech-national-conservatism-conference.

4 See, e.g., Robert Kagan, "The Cost of American Retreat," Wall Street Journal, Sept. 7, 2018, https://www.wsj.com/articles/thecost-of-ameri-

can-retreat-1536330449.

5 See, e.g., Fareed Zakaria, The Post-American World (New York: W. W. Norton, 2009).

6 A Pew poll, released in March 2019, reported that 60 percent of Americans surveyed thought America's global status would decline in the
coming decades. Kim Parker, Rich Morin, and Juliana Menasce Horowitz, "Looking to the Future, Public Sees an America in Decline on Many Fronts,"
Pew Research Center, March 21, 2019, https://www.pewsocialtrends.org/2019/03/21/public-sees-an-america-in-decline-on-many-fronts/.

7 Scientific and technological expertise are leading sources of national power in the modern age. See, Ashley J. Tellis et al., Measuring National

Power in the Postindustrial Age (Santa Monica, CA: RAND, 2000).

8  Hal Brands describes the benefits America's leadership in international institutions and guiding their underlying principles in, Hal Brands,
Making the Unipolar Moment: U.S. Foreign Policy and the Rise of the Post-Cold War Order (Ithaca, NY: Cornell University Press, 2016). See also,
Susan Strange, "The Persistent Myth of Lost Hegemony," International Organization 41, no. 4 (Autumn, 1987): 551-74, https://doi.org/10.1017/

$0020818300027600.

9 Joseph S. Nye Jr., Soft Power: The Means to Success in World Politics (New York: Public Affairs, 2004), 5.

10 Economic power does not lend itself to a simple formulation, but Samuel Huntington identified some of the elements of economic power,
including dominance of markets, foreign exchange reserves, and a strong currency. Samuel P. Huntington, "The Economic Renewal of America,"
National Interest, no. 27 (Spring 1992): 14-27. See also, William P. Bundy, "Elements of Power," Foreign Affairs 56, no. 1 (October 1977): 1-26, https://

www.jstor.org/stable/20039804.

1 Aaron L. Friedberg, "The Future of American Power," Political Science Quarterly 109, no. 1 (Spring, 1994): 14-15.
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a rising power.” Even prior to the outbreak of the
pandemic, America’s long-term spending commit-
ments — including government and private debt,
and pension and entitlement liabilities — totaled
roughly 10 times the country’s GDP.® These de-
velopments, combined with growing political po-
larization, have contributed to domestic unease,
something the pandemic may worsen.'”

The emergence of Asian economies as the driv-
ers of global growth and the rise of China have
also challenged American preeminence.’ The Chi-
nese Communist Party has proclaimed its plans
to achieve great-power primacy in the coming
decades and has set about contesting American
economic, military, structural, and cultural pow-
er.” These developments in China raise the ques-
tion: What is America’s plan for preserving its
great-power primacy?

Some in America have gone through similar
crises of confidence before,® and each time the
country has leveraged its unique strengths and
capacities to recover and reach new heights.”
How then, with these current headwinds, can the
United States repeat that cycle of renewal? What
unique strengths and asymmetric advantages can
today’s leaders leverage to achieve that goal? That
question is the primary focus of this article. To
answer it, we examine the power that resides at
the intersection of economics and national securi-
ty and in doing so argue that America’s economic
power underwrites its national security. We be-

lieve more can be done to sustain the country’s
economic might and to leverage it in service of
American primacy.

As the 2017 National Security Strategy succinct-
ly puts it, “Economic security is national securi-
ty.”** Driven by economic interdependence, the
race to develop transformational technologies,
and the ubiquity of cyberspace, national security
and economics are converging. And that conver-
gence is, according to Henry Farrell and Abraham
Newman, “turning the global networked economy
into a space of strategic actions, counteractions,
threats, targeting, counter-targeting and decou-
pling.””** This has, in some respects, been true for
decades, but it is accelerating,.

Other countries, including Russia and China,
have recognized this reality and are already in-
tegrating their economic and security strategies
in order to compete with the United States.*
However, over the past two decades the United
States has been slow to adapt. The Trump admin-
istration’s recognition that America is engaged
in great-power competition and that China is its
primary strategic competitor is a critical step in
the right direction, as was the administration’s
acknowledgment that “promoting American pros-
perity makes America more secure and advances
American influence in the world.”® Yet, the Unit-
ed States still needs to improve and develop the
structures and human capital that would best ad-
dress those issues. And while the Trump adminis-

12 See an online series of articles by Ray Dalio: "The Changing World Order," https://www.principles.com/the-changing-world-order/.

13 Greg Jensen and Jason Rogers, "The Crisis Is Accelerating the New Paradigm," Bridgewater Associates, LP, March 30, 2020, https://www.
bridgewater.com/research-library/daily-observations/the-crisis-is-accelerating-the-new-paradigm/.

14 See, e.g.,, Morris P. Fiorina, "The Democratic Distemper," The Hoover Institution, May 14, 2019, https://www.hoover.org/research/democrat-

ic-distemper.

15 Decay can be seen as losing the sources of domestic dynamism or of cultural, ideological, or political power. See, e.g., Samuel Huntington's
review of the common arguments in, Samuel P. Huntington, "The U.S.: Decline or Renewal?" Foreign Affairs 67, no. 2 (Winter 1988): 76-96, https://
www.jstor.org/stable/20043774. For more contemporary writing on decline and the perception of decline, see, e.g., Hal Brands, "American Grand
Strategy in the Post-Cold War Era," in New Directions in Strategic Thinking 2.0: ANU Strategic & Defence Studies Centre's Golden Anniversary
Conference Proceedings, ed. Russell W. Glenn (Acton, AU: Australian National University, 2018); and Ray Dalio, "The Changing World Order."

16 Dalio, "The Changing World Order."

17 Much has been written on China's rise and geopolitical ambitions. See, e.g., H.R. McMaster, "How China Sees the World: And How We Should
See China," The Atlantic, May 2020, https://www.theatlantic.com/magazine/archive/2020/05/mcmaster-china-strategy/609088/; Ashley J. Tellis,
"Pursuing Global Reach: China's Not So Long March Toward Preeminence," in Strategic Asia 2019: China's Expanding Strategic Ambitions, ed. Ashley
J. Tellis, Alison Szalwinski, and Michael Wills (Washington, DC: The National Bureau of Asian Research, 2019); Gary J. Schmitt, "The China Dream:
America's, China's, and the Resulting Competition," American Enterprise Institute, Jan. 18, 2019, https://www.aei.org/research-products/report/
the-china-dream-americas-chinas-and-the-resulting-competition/; and Elizabeth C. Economy, The Third Revolution: Xi Jinping and the New Chinese

State (Oxford: Oxford University Press, 2018).

18  For example, after the Soviet Union launched the Sputnik satellite and during the oil crisis of the 1970s.

19 See, e.g., H.R. McMaster, "Reclaiming America's Strategic Confidence," remarks at the Reagan National Defense Forum, Dec. 2, 2017, https://
www.whitehouse.gov/briefings-statements/remarks-Itg-h-r-mcmaster-reagan-national-defense-forum-reclaiming-americas-strategic-confidence/;

and Brands, Making the Unipolar Moment.

20  The National Security Strategy of the United States, The White House, December 2017, https://www.whitehouse.gov/wp-content/up-

loads/2017/12/NSS-Final-12-18-2017-0905.pdf.

21 Henry Farrell and Abraham L. Newman, "Introducing a New Paper on 'Weaponized Interdependence,” Lawfare, July 31, 2019, https://www.

lawfareblog.com/introducing-new-paper-weaponized-interdependence.
22 See, e.g., H.R. McMaster, "How China Sees the World."
23 The National Security Strategy of the United States, 18.
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tration’s forthcoming economic security strategy
will likely outline valuable guidance, the United
States has, for decades, lacked a clear agenda for
coordinating its economic statecraft, domestic in-
vestments, and international partnerships to sus-
tain American primacy.

We believe policymakers should take steps to
integrate economic and national security policy.
They can do this by adopting a three-part poli-
cy agenda to promote 1) innovation; 2) economic
statecraft; and 3) international coordination. We
propose a principled policy to fund, coordinate,
and incentivize domestic innovation and to at-
tract and develop the people needed to do so. We
recommend policymakers evolve the country’s
economic statecraft toolkit and develop a more
targeted and sustainable strategy for its use. And
we encourage coordination with allies and part-
ners, as well as engagement in some multilateral
structures. Doing so will make pro-innovation pol-
icies and economic statecraft far more effective.

To make this new agenda a reality, the U.S. gov-
ernment will also need new approaches to policy-
making and managing talent. In this article, we ex-
plore potential process and institutional reforms
that could overcome longstanding stovepipes and
bureaucratic interests, and we recommend new
talent management strategies to ensure the right
people, with the right expertise and experience,
are seated around the policymaking table.

The policy agenda presented here is an effort to
further strengthen America’s economic dynamism
and renew how the country builds and leverages
its power in a rapidly changing and increasingly
competitive landscape. There are other critical
building blocks of American power — ranging
from military readiness and modernization to the
health of the democratic process — that deserve
the attention of America’s leaders but are not ad-
dressed here. This agenda focuses on advancing
America’s interests by, in the words of Sen. Mar-
co Rubio, “rejuvenating our nation’s economic
power.”** Our goal is ambitious and targeted —
to adapt U.S. policy and policymaking to ensure
America’s economic, technological, and political
leadership for decades to come.

The Convergence of National Security

and Economics

National security and economics have long been
connected, and, since its earliest days, the Unit-
ed States has leveraged that reality to advance its
national objectives.” However, since World War
II, these two spheres have grown ever more in-
tertwined. In many respects, that convergence
bolstered American primacy, particularly as a re-
sult of America’s influence over the global econo-
my and its leadership of international institutions
and in innovation.

Economic interdependence between states is un-
balanced, giving some states an asymmetric, or dis-
proportionate, ability to influence their economic
partners. Over time, globalization has also led to
the development of asymmetric networks, which
have given certain countries, particularly the Unit-
ed States, outsized advantage.*® Today, money and
information flow through central locations in the
global economy, and the United States has long had
preponderant influence over those choke points.
With jurisdiction over the “hubs” of financial and
information flows, such as The Society for World-
wide Interbank Financial Telecommunication
(SWIFT) and the dollar clearance system, and the
institutions built to enforce that jurisdiction, the
United States has often been ahead of the curve in
its use of economic tools for national security pur-
poses.”” Moreover, U.S. leadership allowed America
to set the standards for many existing technologies
and shape the formation of international institu-
tions, further extending its influence.

However, the accelerated convergence of nation-
al security and economic affairs now threatens to
undermine America’s traditional power, as can be
seen in three interdependent trends: 1) increasing
economic interdependence and the shifting geog-
raphy of the global economy; 2) the international
development of transformational, dual-use tech-
nologies; and 3) the increasing ubiquity and impor-
tance of cyberspace. It is important to understand
these trends before determining what steps the
United States should take to address them.

24 Marco Rubio, "American Industrial Policy and the Rise of China," Remarks Delivered at the National Defense University, Dec. 10, 2019, repub-
lished in The American Mind, https://americanmind.org/essays/american-industrial-policy-and-the-rise-of-china/.

25  Robert Blackwill and Jennifer Harris review the foundations of economic statecraft and America's long history of employing economic power
in, Robert D. Blackwill and Jennifer M. Harris, War by Other Means: Geoeconomics and Statecraft (Cambridge, MA: Harvard University Press, 2016).

26 Henry Farrell and Abraham L. Newman, "Weaponized Interdependence: How Global Economic Networks Shape State Coercion," International
Security 44, no. 1 (Summer 2019): 42-79, https://doi.org/10.1162/isec_a_00351.

27  Former Bush administration official Juan Zarate has documented some of the innovative ways he and his colleagues used financial tools
to punish and coerce rogue actors, especially through Section 311 sanctions. See, Juan C. Zarate, Treasury's War: The Unleashing of a New Era of

Financial Warfare (New York: PublicAffairs 2013).
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Economic Interdependence

After World War II, global trade began to grow
rapidly and that growth has accelerated over the
past 50 years. Trade, as a share of global GDP, has
roughly doubled relative to the 1970s.® Today, near-
ly half of the goods manufactured in the United
States are exported, and supply chains have grown
more complex.” Although economic interdepend-
ence has plateaued in recent years, major econo-
mies are significantly more interdependent today
than they were at the beginning of the century.®®
In some instances, economic interdependence has
exacted significant costs to both national security
and American communities, as recently evidenced
by America’s dependence on China-based supply
chains during the COVID-19 crisis.

For many decades, America’s central role in the
global economy allowed it to set the standards for
many existing technologies, shape the formation
of international institutions, and develop leverage
over primary choke points in the global economy.
But that balance of the global economy is arguably
shifting toward Asia. China is competing for great-
er leverage and jurisdiction and is encouraging the
reintegration of Asia writ large.* Some even see a
multipolar world emerging, which would severely
degrade America’s ability to influence a “China-cen-
tric Asia” through economic or political means.®

Although previous predictions of American
decline have proven to be overly pessimistic, a
tri-polar economic environment may be emerg-
ing. China is pushing to join the United States and

Europe as a primary monetary system,® and Asia
— in particular China — has become the key driv-
er of global growth.* Significant divisions remain
within Asia, but this new environment, left un-
checked, threatens to diminish America’s histor-
ical advantages, including its ability to influence
the behavior of other states.

Longstanding U.S. leadership in technological
development and innovation is also being
contested — especially in sectors with
significant security implications, such as 56 —
though the United States continues to lead in
machine learning and quantum sciences.

Transformational Technologies

Longstanding U.S. leadership in technological
development and innovation is also being contest-
ed — especially in sectors with significant securi-
ty implications, such as 5G — though the United
States continues to lead in machine learning and
quantum sciences. These and other transforma-
tional technologies offer significant economic and
military potential. The race to develop 5G, for ex-
ample, could have a profound effect not only on
economic prosperity,® but also on national securi-
ty.3* Moreover, 5G appears to be a winner-take-all
sector where control of the infrastructure equates

28  Greg Jensen et al., "Peak Profit Margins? A Global Perspective," Bridgewater Associates, LP, March 27, 2019, https://www.bridgewater.com/
research-library/daily-observations/peak-profit-margins-a-global-perspective/.

29  The United States leads in high-end semiconductor design, but China produces 70 percent of the rare earth metals and South Korea leads
on displays and other crucial inputs. Jason Rotenberg and Jeff Amato, "Peak Globalization?" Bridgewater Associates, LP, November 11, 2016; and
Magdalena Petrova, "We Traced What It Takes to Make an iPhone," CNBC, Dec. 14, 2018, https://www.cnbc.com/2018/12/13/inside-apple-iphone-

where-parts-and-materials-come-from.html.

30  Signs of reduced interdependence include the leveling off of growth for exports and corporate foreign sales, according to research done by
Bridgewater Associates, LP. See, e.g., "Peak Profit Margins? A Global Perspective."

31 Some of those efforts, notably One Belt One Road, appear to be running out of steam, but not all. See, Derek Scissors, "The Belt and Road Is
Overhyped, Commercially," Statement Before the Senate Finance Committee Subcommittee on International Trade, Customs, and Global Competi-
tiveness, June 12, 2019, https://www.finance.senate.gov/imo/media/doc/Derek%20Scissors%20-%20BRI%20Testimony.pdf.

32 "Globalisation Is Dead and We Need to Invent a New World Order," The Economist, June 28, 2019, https://www.economist.com/open-fu-
ture/2019/06/28/globalisation-is-dead-and-we-need-to-invent-a-new-world-order.

33 Although use of the RMB remains low in comparison to the U.S. dollar or the Euro, it is the currency for the primary market in the engine of
economic growth — Asia. Moreover, China's monetary policy operates independently from the U.S. Federal Reserve's. See, "2020 Strategic Report: Our
Economic Outlook," Bridgewater Associates, 2020, https://www.bridgewater.com/outlook2020/Bridgewater-Associates-2020-Strategic-Report.pdf.

34 "2020 Strategic Report."

35 By some estimates, 5G could add another $500 billion to America's GDP and generate another $12.3 trillion in global sales. Michael Kratsios,
"America Will Win the Global Race to 5G," Office of Science and Technology Policy, Oct. 25, 2018, https://www.whitehouse.gov/articles/america-will-
win-global-race-5g/; Jill C. Gallagher and Michael E. DeVine, "Fifth Generation (5G) Telecommunications Technologies: Issues for Congress," Congres-
sional Research Service, Jan. 30, 2019, https://fas.org/sgp/crs/misc/R45485.pdf; and Karen Campbell et al., "The 5G Economy: How 5G Technology
Will Contribute to the Global Economy," IHS Markit, January 2017, https://cdn.ihs.com/www/pdf/IHS-Technology-5G-Economic-Impact-Study.pdf.

365G, for example, is expected to facilitate new military and intelligence applications, and vulnerabilities in 5G equipment could be used to
conduct cyber attacks and espionage or to engage in military or industrial sabotage. John R. Hoehn and Kelley M. Sayler, "National Security Implica-
tions of Fifth Generation (5G) Mobile Technologies," Congressional Research Service, June 12, 2019, updated March 25, 2020, https://fas.org/sgp/
crs/natsec/IF11251.pdf.
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to control of data — data that will drive the emerg-
ing global economy and prove essential to effective
national defense.?” It is clear that if a bad actor can
access any portion of the communications net-
works, the data that flows through that network
will be compromised.®® Unfortunately, the Chinese
firm Huawei is outpacing its competitors in devel-
oping 5G, in part because it has received massive
state subsidies and can offer favorable financing
terms to prospective clients, which threatens the
long-term security of U.S. data, and that of its allies
and partners.®

In other technological sectors where the United
States remains the leader, such as artificial intel-
ligence (AI)-related technologies and quantum
sciences, that leadership is not guaranteed. These
technologies will likely have significant economic
and national security implications,* and whoever
leads in their development will set their standards
and gain the immense competitive advantages they
offer.#* America’s innovative edge cannot be taken
for granted, and preserving it will require signifi-
cant national commitment.®

Cyberspace

With more than 4 billion internet users, cyber-
space has been a driving force behind global eco-
nomic growth for three decades. It also increasing-
ly ties into the physical world.® At the same time,
as the Cyberspace Solarium Commission warned,
“a broad array of threat actors are exploiting glob-
al connectivity to achieve their objectives.”# The
commission documented recent, illicit operations
conducted by Russia, China, Iran, North Korea, and
non-state actors and echoed the Trump adminis-
tration’s 2018 National Cyber Strategy in warning
about the numerous vulnerabilities inherent to
ubiquitous connectivity.*

Moreover, multinational technology companies
have been sources of incredible innovation and
economic development for the United States and
the world, but they also short-circuit the tradition-
al economic network and act almost as interna-
tional governing bodies. They increasingly operate
as choke points of information flows themselves
and could soon create new networks of financial

37 If one company is contracted to provide the bulk of the network architecture, it could quickly knock its competitors out of the market. Jenalea
Howell, "Press Release: Number of Connected loT Will Surge to 125 billion by 2030, IHS Markit Says," InformaTech, Oct. 24, 2017, https://technology.
ihs.com/596542/number-of-connected-iot-devices-will-surge-to-125-billion-by-2030-ihs-markit-says; Zak Doffman, "Network Effects: In 2019 loT and
5G Will Push Al to the Very Edge," Forbes, Dec. 28, 2018, https://www.forbes.com/sites/zakdoffman/2018/12/28/network-effects-in-2019-iot-and-
5g-will-push-ai-to-the-very-edge/#5c619a396bbe; Peter Harrell, "5G: National Security Concerns, Intellectual Property Issues, and the Impact on
Competition and Innovation," Testimony Before the United States Senate Committee on the Judiciary, May 14, 2019, https://www.judiciary.senate.gov/
imo/media/doc/Harrell%20Testimony.pdf; and Hoehn and Sayler, "National Security Implications of Fifth Generation (5g) Mobile Technologies."

38  See, Tom Cotton and John Cornyn, "Keep the Chinese Government Away from 5G technology," Washington Post, April 1, 2019, https://
www.washingtonpost.com/opinions/keep-the-chinese-government-away-from-5g-technology/2019/04/01/ba7a30ac-54b3-11e9-9136-

f8e636f1f6df_story.html.

39 Huawei has received, by some measures, as much as $75 billion in subsidies, tax breaks, and other forms of state support. Chuin-Wei Yap,
"State Support Helped Fuel Huawei's Global Rise," Wall Street Journal, Dec. 25, 2019, https://www.wsj.com/articles/state-support-helped-fuel-hua-

weis-global-rise-11577280736.

40  Although estimates vary, one projection suggests that the total economic activity attributable to Al will total more than $13 trillion by

2030, and Al will likely radically change how businesses operate. Moreover, machine learning will likely offer new military capabilities, including
advanced autonomous systems and more efficient intelligence gathering, and is expected to revolutionize cyber security, threat intelligence, and
other applications relying on faster data-processing speeds. Jacques Bughin et al., "Notes from the Al Frontier: Modeling the Impact of Al on the
World Economy," McKinsey & Company, September 2018, https://www.mckinsey.com/featured-insights/artificial-intelligence/notes-from-the-ai-
frontier-modeling-the-impact-of-ai-on-the-world-economy. See also, Mark Esper, "Remarks by Secretary Esper at National Security Commission

on Artificial Intelligence Public Conference," Department of Defense, Nov. 5, 2019, https://www.defense.gov/Newsroom/Transcripts/Transcript/
Article/2011960/remarks-by-secretary-esper-at-national-security-commission-on-artificial-intell /. Although quantum computing is expected to have
a slower build than 5G and Al, once matured, the value in this area could spike to $50 billion or more by 2030. Massimo Russo, Anant Thaker, and
Suhare Adam, "The Coming Quantum Leap in Computing," Boston Consulting Group, May 16, 2018, https://www.bcg.com/en-us/publications/2018/

coming-quantum-leap-computing.aspx.

41 Summary of the Department of Defense Artificial Intelligence Strategy, Department of Defense, 2018, https://media.defense.gov/2019/

Feb/12/2002088963/-1/-1/1/SUMMARY-OF-DOD-AI-STRATEGY.PDF.

42 In the words of Attorney General William Barr, "For the first time in history, the United States is not leading the next technology era." William
Barr, "Keynote Address at the Department of Justice's China Initiative Conference," Department of Justice, Feb. 6, 2020, https://www.justice.gov/
opa/speech/attorney-general-william-p-barr-delivers-keynote-address-department-justices-china.

43 Including to infrastructure, public health systems, and other elements of the "Internet of Things." See, for example, Kate O'Flaherty, "U.S.
Government Makes Surprise Move to Secure Power Grid for Cyberattacks," Forbes, July 3, 2019, https://www.forbes.com/sites/kateoflahertyu-
k/2019/07/03/u-s-government-makes-surprise-move-to-secure-power-grid-from-cyber-attacks/#64b90e863191; and "ICS Medical Advisory
(ICSMA-19-080-01)," Department of Homeland Security, March 21, 2019, https://www.us-cert.gov/ics/advisories/ICSMA-19-080-01. This medical
advisory warned that hundreds of thousands of implanted defibrillators, programmers, and heart monitors could be subject to cyber attacks.

44 Report of the Cyberspace Solarium Commission, Cyberspace Solarium Commission, March 2020, 8, https://www.solarium.gov/.

45  The cyber operations highlighted in the report include well-known cases, such as North Korea's 2014 cyber attack on Sony Pictures Entertain-

ment, China's 2017 breach of Equifax, and the NotPetya attack on Ukraine in the same year, which spread globally and cost companies as much as
$10 billion. Report of the Cyberspace Solarium Commission, 8-14. National Cyber Strategy of the United States, The White House, September 2018,

https://www.whitehouse.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf.
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transactions.* The United States, Europe, and Chi-
na have developed three competing visions of In-
ternet and data governance, but no international
consensus has emerged, further complicating the
global landscape.¥

A New Policy Agenda

These three economic and technological trends
pose challenges to American power, but they also
present the United States with opportunities to
leverage that power. As Secretary of Defense Mark
Esper recently warned, “The reality of the 2ist
century is that many economic decisions are also
national security decisions.”# Still, balancing eco-
nomic and national security policy is no easy task.
Too often, security concerns related to economic
decision-making get short shrift. But there is also
an equal and opposite risk that unconstrained, ad
hoc efforts to protect national security through
economic policy could sap America’s competitive
advantage, or worse. If taken too far, restricting or
constraining key industries in the name of nation-
al security could undermine national competitive-
ness. Policymakers must therefore be prudent in
how they weigh their decisions to compete and to
preserve America’s and its allies’ competitive ad-
vantages. The recommendations that follow are
designed to help policymakers do just that. Our
policy agenda seeks to confront the new reality
described above by balancing investment in U.S.
capacity with efforts to redress malicious behav-
ior abroad, while at the same time strengthening
America’s network of partners and allies, through

three primary areas of focus: 1) innovation; 2) eco-
nomic statecraft; and 3) international cooperation.

I. Develop and Support a National
Innovation Policy

During the Cold War, federal research and devel-
opment funding contributed to the prosperity, secu-
rity, and, ultimately, primacy of the United States.
The U.S. government funded basic and applied
research projects and developed capabilities that
served agency mandates, including new weapons
systems and space technologies.” It mostly stayed
out of commercial development, but private sector
entities still benefited from federally funded re-
search, turning scientific and technological advanc-
es into new companies, jobs, and industries, thus
contributing to America’s unmatched prosperity.>®

However, this approach is no longer sufficient
given the convergence of economic and national
security affairs. The private sector is the primary
source of innovation and research and develop-
ment funding now, yet new technologies increas-
ingly blur the line between military and civilian
use.”* Moreover, as noted previously, these high-
tech sectors are often winner-take-all. Foreign
states and companies are challenging U.S. innova-
tion leadership, including through anticompetitive
policies and the two-way transfer of military and
civilian technologies.®* Each of these factors weak-
ens the traditional U.S. approach to innovation,
wherein the federal government focuses on either
basic science research or specific applied research
and development projects.

The Trump administration has taken some im-

46 Facebook's development of an internet-native currency, Libra, which is discussed later in the paper. For more on information networks, see,
Niall Ferguson, The Square and the Tower: Networks and Power, from the Freemasons to Facebook (New York: Penguin Books, 2017).

47  See, for example, China's "New IP" proposal, presented to the International Telecommunications Union.
Madhumita Murgia and Anna Gross, "Inside China's Controversial Mission to Reinvent the Internet," Financial Times, March 27, 2020, https://www.

ft.com/content/ba%94c2bc-6e27-11ea-9bca-bf503995cd6f.

48  Mark Esper, "Remarks Delivered at the Munich Security Conference," Department of Defense, Feb. 15, 2020, https://www.defense.gov/News-
room/Speeches/Speech/Article/2085577 /remarks-by-secretary-of-defense-mark-t-esper-at-the-munich-security-conference/.

49 "National Patterns of R&D Resources: 2017-18 Data Update," National Science Foundation, updated Jan. 8, 2020, https://ncses.nsf.gov/

pubs/nsf20307#8&.

50  The "knock-on" effects of federal research and development funding are well documented and include GPS, smartphone technologies, and,
of course, the internet. See, e.g., Rubio, "American Industrial Policy and the Rise of China." Rubio said, "What | am calling for us to do is remem-
ber that from World War Il to the Space Race and beyond, a capitalist America has always relied on public-private collaboration to further

our national security. And from the internet to GPS, many of the innovations that have made America a technological superpower originated
from national defense-oriented, public-private partnerships." See also, James Manyika and William H. McRaven, Innovation and National Security:
Keeping Our Edge, Council on Foreign Relations, Independent Task Force Report No. 77 (September 2019), 2, https://www.cfr.org/report/keeping-
our-edge/pdf/TFR_Innovation_Strategy.pdf.

51  Inrecent years, the federal government was the largest source of basic research funding — providing roughly 42 percent of it — but com-
mercial entities provided 85.2 percent of development funding. "U.S. Research and Development Funding and Performance: Fact Sheet," Congressio-
nal Research Service, updated Jan. 4, 2020, https://fas.org/sgp/crs/misc/R44307.pdf.

52  The Chinese Communist Party's "Made in China 2025" plan, for example, called for significant government support of 10 high-tech and
industrial sectors with the goal of ensuring primarily domestic supply chains and Chinese competitiveness on the global market. The party has
since abandoned the label, but state subsidies and protectionist policies remain. See, Lingling Wei, "Beijing Drops Contentious 'Made in China 2025'
Slogan, but Policy Remains," Wall Street Journal, March 5, 2019, https://www.wsj.com/articles/china-drops-a-policy-the-u-s-dislikes-at-least-in-
name-11551795370; and "Made in China 2025' Plan Issued," The State Council, The People's Republic of China, May 19, 2015, http://english.www.
gov.cn/policies/latest_releases/2015/05/19/content_281475110703534.htm.
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portant steps to promote America’s economic
dynamism.® It ought to accelerate these efforts
to help ensure the success of U.S. companies in
developing emerging technologies and to pro-
mote domestic innovation.** The administration
should continue its work with commercial entities
to develop and acquire dual-use capabilities, and
it ought to pair innovation support with targeted
economic sanctions and international coordination
to address the reality that U.S. companies do not
compete on a level playing field with many of their
closest competitors.

We recognize the real and justified concerns
about crony capitalism and the inefficient alloca-
tion of capital, and we are not endorsing China’s
centralized, top-down model. At the same time, we
believe government should do more. To balance
these competing objectives and to help ensure the
government does not get in the habit of picking
winners and losers, we propose the following prin-
ciples to guide its investment.

Principle I: Promote development in sectors
with winner-take-all structures or large
first-mover advantages

Given the long-term shift toward investments
in intangible capital and the scalability of soft-
ware-driven products, companies can seize dom-
inant market positions if they outpace their com-
petitors. This phenomenon changes the nature of
economic competition, but it also has convergent
national security implications, as seen in the case
of Huawei’s 5G network infrastructure. If Huawei
continues to seize market share, we could be fac-
ing a global 5G-infrastructure market with only one
provider, a provider that poses significant security
risks to the United States and its partners.ss In cas-
es like this, the U.S. government should promote
alternatives that favor its standards and principles.

Principle II: Develop nascent technologies
or capabilities with asymmetric upsides

Government funding for early stage research ac-
tivities could yield significant benefits at relatively
low cost. Research areas could include metamate-
rials, bio-synthetics, energy storage, and bioengi-
neering, as well as manufacturing capabilities, such
as advanced additive manufacturing or innovative
computer-aided design tools enabled by high-per-
formance computing® These are high-reward,
low-risk targeted investments — the sorts of pro-
jects that have produced great value for the United
States in the past.

Principle III: Support domestic development in
strategic sectors or technologies in which foreign
firms are heavily subsidized by competitor states

The Chinese Communist Party’s Made in China
2025 plan makes clear that, in sectors of significant
security import, Chinese firms will enjoy substan-
tial state support, and that non-Chinese firms will
compete on uneven ground.” Trade adjustments
are often the response of choice to such anti-com-
petitive practices, but considering the first-mover
advantages present in the high-tech sector, post
facto trade action may be too little too late.’® In-
novation support may prove necessary in these in-
stances and could be coupled with complementary
trade and export policies.

Principle IV: Develop technologies or capabilities
with significant strategic importance

Directed by national strategy, the U.S. govern-
ment should identify technologies or desired capa-
bilities that would yield significant dual-use bene-
fits, such as commercial space launch or advanced
energy technologies.®®

53  For example, the administration has reduced the pace of regulations and prioritized deregulation, promoting competition and economic

dynamism. See, The Economic Effects of Federal Deregulation Since January 2017: An Interim Report, The Council of Economic Advisors, June 2019,
https://www.whitehouse.gov/wp-content/uploads/2019/06/The-Economic-Effects-of-Federal-Deregulation-Interim-Report.pdf. See also, "Special

Briefing with Under Secretary for Economic Growth, Energy, and the Environment Keith Krach," U.S. State Department, Feb. 4, 2020, https://www.
state.gov/under-secretary-for-economic-growth-energy-and-the-environment-keith-krach/.

54 This view is shared by leaders on opposite ends of the political spectrum, from Elizabeth Warren to Marco Rubio. See, e.g., Julius Krein,
"What Alexandria Ocasio-Cortez and Marco Rubio Agree On," New York Times, Aug. 20, 2019, https://www.nytimes.com/2019/08/20/opinion/
america-industrial-policy.html.

55  Barr, "Keynote Address at the Department of Justice's China Initiative Conference."

56  See, e.g. "Energy Department to Invest $32 Million in Computer Design of Materials," Press Release by the U.S. Department of Energy, June
12, 2019, https://www.energy.gov/articles/energy-department-invest-32-million-computer-design-materials.

57  "Made in China 2025' Plan Issued."

58  See, Brad Setser, "Hearing on Made in China 2025 and the Future of American Industry," Testimony Before the Senate Committee on
Small Business and Entrepreneurship," Feb. 27, 2019, https://www.sbc.senate.gov/public/_cache/files/3/b/3bd85987-d8b4-48b3-a53e-
8b49d2060821/4E39BD152B9F358A5E4254D80A512D8B. setser-testimony.pdf.

59  The Department of Defense, for example, recently awarded three contracts for small, mobile nuclear reactors to provide power at U.S.
military installations. Aaron Mehta, "Pentagon Awards Contracts to Design Mobile Nuclear Reactor," Defense News, March 9, 2020, https://www.

defensenews.com/smr/nuclear-arsenal /2020/03/09/pentagon-to-award-mobile-nuclear-reactor-contracts-this-week/.
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Principle V: Spend what is needed to harness
the private sector and market forces

In all cases, the government should attempt to
channel market forces and incentivize private capi-
tal to the extent possible. Well-functioning markets
remain the most productive driver of innovation.
The government should engage enough to opti-
mize private sector investment, which would help
ensure the competitiveness and sustainability of
private innovation initiatives.

Principle VI: Remember that not all sectors require
innovation support

Some sectors that would qualify for government
support under the preceding principles can be sup-
ported by diversifying supply chains, expanding
strategic reserves, or enforcing controls on forced
technology transfers. The government should not
always turn to research and development funding
as the first resort. Even when such funding is nec-
essary, the government will often have to comple-

ment it with additional measures to secure supply
chains or protect U.S. industries, as discussed in
the following section.

To ensure these principles are followed and to
direct innovation efforts, the policymaking process
will need to adapt. These reforms should establish
accountable systems for setting priorities, identi-
fying sectors or capabilities for policy action, and
rigidly adhering to these limiting principles.

A U.S. innovation policy governed by these prin-
ciples would target those areas where government
can provide distinct value and likely solve an exist-
ing market failure. Governments have a unique ca-
pacity to facilitate information sharing by opening
channels of communication and establishing a reg-
ular process for public-private information sharing
and engagement.®® Doing so would help rebuild the
relationships among the innovation triangle — the
public sector, private industry, and academia —
and would encourage mutual understanding, a nec-
essary step for breaking down the cultural barriers
that restrict collaboration between government
and high-tech firms.®

60  Dani Rodrik, "Industrial Policy for the Twenty-First Century," Kennedy School of Government Working Paper, September 2004, https://drodrik.
scholar.harvard.edu/files/dani-rodrik/files/industrial-policy-twenty-first-century.pdf.

61 See, for example, comments made at the House Armed Services Committee's Future of Defense Task Force Hearing "Supercharging the
Innovation Base," held on Feb. 5, 2020. Video recording available at https://armedservices.house.gov/hearings?1D=682ABC1D-2B60-481E-B210-

2F43BC9476B2.
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Investment Strategies

Greater innovation will also require greater in-
vestment. We recognize that fiscal realities, espe-
cially in the wake of the much-needed pandemic
relief packages, will constrain available resourc-
es.®* Lawmakers will have to reorder their prior-
ities and develop enduring, prudent solutions to
long-term fiscal challenges, but should not do so
at the expense of research and development fund-
ing. The cost of losing America’s competitive edge
in innovation far exceeds the cost of the invest-
ment required to keep it.

The federal government should expand exist-
ing programs, including offering federal grants for
basic science research to universities, support-
ing federally funded research and development
centers, and providing direct research and de-
velopment funding. To incentivize investment in
basic and applied sciences, Congress should also
increase the research and development tax credit,
which is currently smaller than that of most mem-
ber countries of the Organisation for Economic
Co-operation and Development.® With Al and ma-
chine learning in mind, the U.S. government ought
to facilitate access to data — a “valuable nation-
al resource and a strategic asset”® — by creating
more open-source datasets, and expand access to
cloud computing resources.5

Many startups fail to innovate — to commer-
cialize basic research at scale — in part due to a
lack of demand at such an early stage.’® SpaceX,
by contrast, became the innovative success it is
today with the support of NASA, which provid-
ed some 50 percent of its funding in its first 10
years.”” The commercial space industry, in gener-

al, has received significant support from the Small
Business Innovation Research and Small Business
Technology Transfer programs, and the federal
government has supported the accompanying in-
frastructure and developed standards to sustain
the industry.®®

The lesson is simple: There is no substitute for
cash.® When the U.S. government identifies a
specific area of need, it should consider not only
support for basic and applied research but also
ways to provide sustained funding. Government
contracts are the most direct means, but the fed-
eral government can also help increase access to
capital through other means. The Department of
Defense took steps to do just that with the es-
tablishment of the Trusted Capital Marketplace,
which is intended to support innovative small-
and mid-size firms.”> Government-backed venture
funds serve that purpose as well.

The two most prominent examples of venture
funds in the national security field are In-Q-Tel
(where one of the authors currently serves on the
board of directors) and the Defense Innovation
Unit.”* As these programs develop a track record
of success, the government will be presented with
an opportunity: The Department of Defense can
massively scale the Defense Innovation Unit. Raj
Shah, the former managing director of the Defense
Innovation Unit, called for a “step-change to su-
percharge DoD access to innovation.””” Funding for
that program and other innovation efforts should
increase by an order of magnitude. In addition to
established venture funds, first-loss funds, where-
in the government would provide some portion of
initial investment and be responsible for a signifi-
cant portion of potential losses, could be utilized to

62 See, e.g., Dov S. Zakheim, "Defense Budget Cuts Following the Pandemic Will Be Hard to Swallow," The Hill, April 19, 2020, https://thehill.
com/opinion/national-security/492756-defense-budget-cuts-following-the-pandemic-will-be-hard-to-swallow.

63 "R&D Tax Incentives: United States, 2019," Organisation for Economic Co-operation and Development, December 2019, https://www.oecd.

org/sti/rd-tax-stats-united-states.pdf.

64 "Project Open Data," available at https://project-open-data.cio.gov/.

65 See, First Quarter Recommendations, National Security Commission on Artificial Intelligence, March 2020, 12-13, https://drive.google.com/

file/d/1wkPh8Gb5drBrkBg6OhGu5oNaTEERbKss/view.

66 See, for example, Rodrik, Industrial Policy for the Twenty-First Century.

67  "U.S. Government Support of the Entrepreneurial Space Age," Space Angels, June 17, 2019, 2, available for download at https://sbir.nasa.gov/

content/publications.

68  "U.S. Government Support of the Entrepreneurial Space Age."

69 As Chris Brose, the former staff director of the Senate Armed Services Committee, once said, would-be defense contractors "need one thing
more than any other from the U.S. government: revenue." Christian Brose, "Supercharging the Innovation Base," Testimony Delivered Before the
Future of Defense Task Force, House Armed Services Committee, Feb. 5, 2010, http://docs.house.gov/meetings/AS/AS00/20200205/110475/

HMTG-116-AS00-Wstate-BroseC-20200205.pdf.

70 Aaron Mehta, "To Counter China, Pentagon Wants to Create Patriotic Investors," Defense News, May 10, 2019, https://www.defensenews.
com/pentagon/2019/05/10/to-counter-china-pentagon-wants-to-create-patriotic-investors/.

71 These funds facilitate defense and intelligence community procurement of new technologies, particularly from non-traditional contractors,

and they encourage new entrants into the contractor market.

72 Raj Shah, "Supercharging the Innovation Base," Prepared Testimony for a Hearing Before the Future of Defense Task Force, House Armed Ser-
vices Committee, Feb. 5, 2020, 3, https://docs.house.gov/meetings/AS/AS00/20200205/110475/HMTG-116-AS00-Wstate-ShahR-20200205.pdf.
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incentivize private investment and harness market
forces, while offsetting externalities that limit re-
search and development funding,. 73

The Trump administration’s efforts to enact reg-
ulatory reforms that loosen the reins on innovation
and ease the adoption of new civilian technologies
are excellent and should continue.”” For example,
agencies ought to look for opportunities to adapt
regulations or develop new, permissive environ-
ments early in the innovation cycle.”” They should
also remove onerous occupational licensing re-
quirements, which hinder productivity and limit
opportunities for broad-based innovation.”

Finally, efforts to promote domestic innovation
should be pursued in coordination both with in-
ternational partners and with economic statecraft
efforts to achieve the same goal. Consider the do-
mestic semiconductor manufacturing equipment
and semiconductor industries. They form the
backbone of 5G network infrastructure, machine
learning systems, and most other modern technol-
ogy, including many critical national security ca-
pabilities. And yet, China’s domestic development
programs and the U.S. government’s own export
controls could combine to hamstring U.S. indus-
try. China’s state-supported effort to build out its
domestic industry faces serious challenges but it
could still reduce the market available to semicon-
ductor firms in the United States and elsewhere,
and in turn reduce their ability to fund research and
development projects.”” At the same time, unilater-
al U.S. efforts to limit the export of semiconductors
or semiconductor manufacturing equipment could
hurt domestic competitiveness by closing off mar-
ket access.”® The U.S. government should provide
material support to these industries while working

with international partners to help offset the mar-
ket distortions caused by China’s state subsides.

We remain mindful of the risks inherent to in-
novation policy. Close public-private partnerships
can become politicized, introducing cronyism and
preferential investment. But those risks, and the
potential for inefficient capital allocation, can be
mitigated somewhat through clear decision cri-
teria, transparency, and oversight. However, risk
does come with the territory. If the government
wants to create a step change in U.S. innovation,
it will have to expect and, more importantly, ac-
cept failure, as any entrepreneur can attest. Con-
gress will have to give research and development
projects some freedom to fail and learn from those
failures, and the government will have to enforce
ethics accountability. It will also need to ensure
America has the human capital necessary to sup-
port continued innovation and dynamism.

Education and Immigration

To quote Undersecretary of State Keith Krach:
“The team with the best people wins.””® The abili-
ty to attract, develop, and retain high-skilled talent
is critical to national innovation and economic se-
curity.®® To that end, U.S. education and immigra-
tion policy should evolve both to support Ameri-
can-born individuals interested in pursuing careers
in STEM fields and to keep America competitive in
the global race to attract high-skilled talent.®

The first order of business should be supporting
home-grown talent. This is essential to America’s
national security. Providing greater funding, data,
computing power, and other infrastructure support
to university researchers, as described above, would

73 For comparison, the Chinese Communist Party established "guiding funds" to incentivize private investment and establish venture funding for
technology development. See the discussion of these funds in, Kai-Fu Lee, Al Superpowers: China, Silicon Valley, and the New World Order (Boston:

Houghton Mifflin Harcourt, 2018), 64-65.

74 For example, the Federal Communications Commission's "Restoring Internet Freedom" order. See, The Economic Effects of Federal Deregula-
tion Since January 2017: An Interim Report, The Council of Economic Advisers.

75  The Federal Aviation Administration, for example, is working with drone developers to modernize regulations. Patrick McGee, "US Considers How
to Open Skies to Drones and Flying Cars," Financial Times, Feb. 27, 2020, https://www.ft.com/content/a0341b02-54cd-11ea-8841-482eed0038b1.

76 Jim Pethokoukis, "How Will Technological Change Affect the Economy? My Long-read Q&A with Erik Brynjolfsson," American Enterprise Insti-
tute, Feb. 27, 2020, https://www.aei.org/economics/how-will-technological-change-affect-the-economy-my-long-read-ga-with-erik-brynjolfsson/.

77  See, 2019 Annual Report to Congress, U.S.-China Economic and Security Commission, November 2019, 135, https://www.uscc.gov/annual-re-
port/2019-annual-report; and James A. Lewis, Learning the Superior Techniques of the Barbarians: China's Pursuit of Semiconductor Independence,
Center for Strategic and International Studies, January 2019, https://www.csis.org/analysis/chinas-pursuit-semiconductor-independence.
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Institute Task Force on 21st-Century National Security Technology and Workforce, Dec. 3, 2019, 22, https://www.reaganfoundation.org/media/355297/
the_contest_for_innovation_report.pdf; Manyika and McRaven, Innovation and National Security, 60; and First Quarter Recommendations.
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open opportunities for students. Policymakers could
buttress those efforts by sponsoring scholarship
programs for both undergraduate and graduate stu-
dents in STEM programs. The federal government
should also work with states, universities, and busi-
nesses to incentivize job-training pipelines and po-
tentially scholarships or debt-forgiveness programs.

_ An even more ambitious path would

The ability to attract and retain

foreign-born talent has always been

a unique competitive advantage of
the United States — which is first

and foremost a nation of immigrants

— and should remain a priority.

be to renew the
National Defense Education Act, which helped spur
American innovation after the launch of the Sputnik
satellite.® Finally, any effort to improve America’s
talent pipeline must include reforming K-12 educa-
tion and promoting STEM education from a young
age. Although it is beyond the scope of this article,
the poor state of too many of the nation’s schools
is a travesty and poses a high and growing risk to
economic and national security.®

The ability to attract and retain foreign-born tal-
ent has always been a unique competitive advan-
tage of the United States — which is first and fore-

most a nation of immigrants — and should remain
a priority.® As of 2017, first-generation immigrants
and their children had founded almost half of For-
tune 500 companies,® and immigrants “accounted
for 25 percent of all new high-tech companies from
2006 through 2012.7%¢ The STEM pipeline is also
highly populated by foreign-born students, who ac-
count for 45 percent of STEM undergraduates and
roughly half of STEM graduate students.®
However, the United States is losing its
ability to attract and keep top global tal-
ent.®® Policymakers ought to incentiv-
ize students in STEM fields to remain in
the United States following graduation
and develop policies to attract workers
in these fields to the United States. The
country could, for example, in-
crease the number of annual
H-1B visas it offers.® More than
50 business school deans agreed,
advocating in fall 2019 for the removal of per-coun-
try immigration caps and the creation of a new
“heartland visa” for high-skill immigrants to settle
in struggling communities.?® Other options include
establishing a new high-skill visa program for for-
eign workers in the high-priority sectors outlined
above,” and encouraging high-tech academic and
scientific exchange with both like-minded partners
and more adversarial countries.

There are legitimate security concerns about im-
migration, talent exchanges, and, especially, high
numbers of foreign students in STEM programs at
U.S. universities, something both the government

82 Manyika and McRaven, Innovation and National Security, 60
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and universities are becoming alert to.”* Foreign
governments have used students in American uni-
versities, for example, to conduct influence opera-
tions, censor students and administrators, direct
university policies, and even engage in espionage,
including illegally acquiring intellectual property
or research data from cutting-edge labs.”® For this
reason, universities, as well as scientific laborato-
ries and relevant private sector companies, should
develop robust rules, procedures, and technical
guardrails to safeguard intellectual property, re-
search data, and national security information.
These measures should apply across the board, to
all students. With such measures in place, foreign
students, especially in STEM fields, can continue
to be, by and large, great additions to the U.S. ed-
ucation and research ecosystem. And to further
ensure that the benefits of this large and valuable
majority of foreign students are not lost, the gov-
ernment, universities, and law enforcement should
redouble existing efforts to promote transparency
and reciprocity in research and student exchanges
and aggressively investigate and prosecute the ma-
licious behavior of the small minority who violate
those rules.

II. Employ and Sustain the Means
of Economic Statecraft

Domestic innovation builds a stronger founda-
tion for economic competition and expands the
economic statecraft toolkit. Long the preeminent
global power, the United States possesses certain
clear advantages in this arena. It is a singular global
economic force, with reach and investments around
the world, while the U.S. dollar remains the reserve
currency. Unlike its competitors, America has tra-
ditionally led and worked effectively through inter-
national arrangements. It tends to operate in pre-
dictable, legalistic ways, preserving the values of
property rights, the rule of law, and open markets.
In addition, the United States remains home to the
world’s largest market as well as leading technolo-
gy developers and companies.

But America’s competitive advantage in strate-

gic economic competition appears at risk. Chal-
lenges to U.S. standing have been emerging from
competitor nations, from multinational companies,
and from the rapid advance of technologies. The
development of regional trade blocs reduces U.S.
influence and asymmetric power; multinational
companies are offering alternative nodes for the
flow of information, and soon for transactions as
well; and, as discussed below, block-chain or cryp-
tocurrency-based transactions can elude tradition-
al network pathways.

Recognizing that geopolitical competition
centers around economic influence and power, the
U.S. government has recently taken steps to re-
form its approach to economic statecraft in order
to preserve America’s advantaged position. As part
of this agenda, and in light of the unique challenges
presented by the converging trends noted earlier,
policymakers will need to continue to pursue new,
creative export control measures, as mandated by
recent legislation, to reform the Committee on For-
eign Investment in the United States process in or-
der to account for the changing nature of foreign
investment and technology transfer and persistent,
costly intellectual property theft, as well as to en-
force existing disclosure and transparency laws
governing access to U.S. capital markets.”* More-
over, while sanctions have been powerful tools of
statecraft when employed in a targeted, strategic
manner, emerging challenges to America’s leverage
over financial transactions — including block-chain
or cryptocurrency-based transactions — threaten
to undermine their long-term effectiveness.?

Export Controls

The United States has moved in the right direc-
tion on export control policies by imposing restric-
tions on the transfer of critical technologies to for-
eign persons or entities outside U.S. borders. With
the Export Control Reform Act of 2018, Congress
directed the Department of Commerce to establish
controls on the export of emerging and foundation-
al technologies.?® However, aside from an initial list
of technologies to target (including those related
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94 "Foreign Investment Risk Review Modernization Act of 2018," H.R. 5515, Title XVII, P.L. 115-232, 115th Congress, 2017-18, https://www.

congress.gov/bill/115th-congress/house-bill /5515 /text.

95  Peter Harrell and Elizabeth Rosenberg, Economic Dominance, Financial Technology, and the Future of U.S. Economic Coercion, Center for
a New American Security, April 29, 2019, https://www.cnas.org/publications/reports/economic-dominance-financial-technology-and-the-fu-

ture-of-u-s-economic-coercion.

96 See, "John S. McCain National Defense Authorization Act for Fiscal Year 2019," H.R. 5515, Public Law No. 115-232, section 1758, 115th
Congress, 2017-18, https://www.congress.gov/bill/115th-congress/house-bill/5515/text. (The Export Control Reform Act was part of the National

Defense Authorization Act).
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to Al and quantum sciences),”” the Commerce De-
partment has been slow to implement the changes
mandated by the 2018 act.*®

Moreover, the U.S. government should seek con-
sistency in its treatment of Chinese telecommuni-
cations companies. As an example, it added ZTE
to the U.S. Entity List in March 2016 but later re-
moved it.? Huawei and its non-U.S. affiliates were
also added to the list in 2019,"° but the U.S. govern-
ment then issued waivers to allow U.S. chipmakers
to continue selling to them. Now policymakers ap-
pear poised to require companies to restrict sales
of semiconductors made with U.S. equipment to
Huawei, which seems more in line with the appro-
priately stern line that the administration has es-
tablished regarding Huawei and 5G.**

Even once clearer guidance is issued, as di-
rected by the Export Control Reform Act, export
controls as a standalone policy tool will remain
insufficient. However, if paired with a broader set
of pro-innovation policies supporting U.S. manu-
facturers and nested within a broader strategy to
develop emerging technologies with international
partners — such as the approach to semiconduc-
tor and semiconductor manufacturing equipment
outlined above — they will be much more likely to
serve lasting policy objectives.’*> Enacting export
controls on a unilateral basis is of limited benefit
as it often harms not just the intended targets but
also U.S. companies and the leading companies of
America’s like-minded partners and allies. Howev-
er, enacting them in concert with industrial part-
ners would increase their impact.'?

Investment Screening

The recent expansion of the Committee on For-
eign Investment in the United States review pro-
cess, as directed by the Foreign Investment Risk
Review Modernization Act, should also help protect
U.S. firms from intellectual property theft and co-
ercive investments. Building on the good work to
date, the committee will need to grow even more
agile and creative while recognizing that as Chinese
investment in the United States declines it may be-
come more challenging to track investments.*** U.S.
adversaries are also growing more creative in their
investment in vital, dual-use technologies, including
through third-party venture funds and by trans-
forming initially innocent activity into illegal or illic-
it investment.'>s Therefore, the necessary, rigorous
assessment of foreign investment will likely stress
the committee, which will require Congress to stand
ready to provide greater support if needed.

Similarly, the United States can and should help
like-minded partners develop stronger invest-
ment screening, consistent with U.S. processes, as
discussed in the following section. Private actors
should also become more vigilant. Many U.S. com-
panies recognize the dangers of doing business with
actors from sanctioned and rogue states, and they,
arguably, are growing wise to the evolving risks of
foreign investment.”*® The more they can police and
protect themselves, the more secure U.S. technolo-
gies and industries will be.

While the United States is right to encourage par-
ticipation in its capital markets, it should also rec-
ognize the importance of those markets as points
of economic and national security convergence.
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Foreign companies have long flouted U.S. rules
and regulations governing financial disclosures and
transparency while still accessing U.S. markets and
exchanges. The Securities and Exchange Commis-
sion should rigorously police access and enforce
existing rules. However, it may become necessary
to take even more aggressive steps, in which case
policymakers could consider removing companies
that do not abide by disclosure laws and other regu-
lations from U.S. exchanges or, in extreme cases, re-
stricting portfolio investments.” Market access is a
key choke point that the United States ought to lev-
erage, and it can do so to enforce respect for norms
and the rule of law — fundamental tenants of U.S.
policy and sources of great advantage for America.

Managing Economic Sanctions

Over time, the United States has come to rely on
economic sanctions as foreign policy instruments,
often with significant success.”® They have been
a critical component of U.S. statecraft in the past
and will continue to be in the future. However, the
forces of convergence, particularly the growing im-
port of cyberspace and the rise of cryptocurren-
cies, could reduce their efficacy unless the United
States adapts. Moreover, the impact of sanctions
will increasingly depend on how targeted and
well-designed they are and how well they are inte-
grated with other tools of economic statecraft.

Given these trends, policymakers will need to be
more discriminating in their use of sanctions and
clear-headed about whom to target and their desired
impact.”* To that end, experts with deep knowledge
of target countries and actors should contribute to
the development of sanctions packages. The proper
composition of such a package depends on what be-
havior it is intended to change and whom to target

in order to affect that change."®

The theft of intellectual property, for example,
takes an enormous financial toll on the United
States.™ U.S. sanctions of Chinese entities that are
intended to curb that theft should target bad actors,
while also recognizing that those entities often act
under the guidance or direction of political officials.
Sanctions that only target individual companies or
offenders — and not the figures motivating or even
directing intellectual property theft — are inherently
limited. Moreover, a coordinated response involving
sanctions, export restrictions, and targeted tariffs
should punish only known offenders. Sanctioning
entities that have done nothing wrong only incentiv-
izes bad behavior. It would, of course, take time and
effort to identify the right culprits and tailor policy
accordingly, but that further highlights the need for
careful strategic planning. The U.S. government may
sanction specific firms, but it should do so only as
part of a broader strategy to secure America’s posi-
tion and change another state’s behavior.

The long-term effectiveness of these kinds of
sanctions strategies will depend on the centrality of
the U.S. financial system and the dollar. The more
money that sanctioned entities have had flowing
through U.S. banks, generally the broader the im-
pact of U.S. sanctions has been."* And the United
States is always better able to apply and enforce
sanctions when they are used in concert with com-
plementary trade relationships and international
networks. However, activities in cyberspace and the
advent of cryptocurrencies threaten to reduce the
centrality of the United States and thereby lessen
the impact of its sanctions.

Sanctioned countries have begun developing
cryptocurrencies that do not need to flow through
the U.S. financial system, thereby evading U.S. sanc-
tions. Venezuela, for example, developed a national

107 The administration has indicated it may restrict portfolio investment for the Thrift Savings Plan, a government retirement fund. James Rosen,
"White House to Block Federal Pension Fund from Expanding China Investments," WJLA, April 30, 2020, https://wjla.com/news/nation-world/
exclusive-white-house-to-block-federal-pension-fund-from-expanding-china-investments. See also, Marco Rubio, "You Can't Trust a Chinese Audit,"
Wall Street Journal, June 4, 2019, https://www.wsj.com/articles/you-cant-trust-a-chinese-audit-11559687739. Derek Scissors has also written
extensively on possible capital flow controls. See, for example, Derek Scissors, "In Need of Direction: The Case for Moving Supply Chains out of
China," War on the Rocks, Nov. 18, 2019, https://warontherocks.com/2019/11/in-need-of-direction-the-case-for-moving-supply-chains-out-of-china/.

108  As Peter Feaver and Eric Lorber write, there is wide disagreement about how to assess the effectiveness of sanctions, but they and others
identify successful approaches, including financial enforcement to target rogue regimes and terror groups. Peter D. Feaver and Eric B. Lorber,
Coercive Diplomacy and the New Financial Levers: Evaluating the Intended and Unintended Consequences of Financial Sanctions (London: Legatum
Institute, 2010). See also, David A. Baldwin, Economic Statecraft (Princeton, NJ: Princeton University Press, 1985); and Gary Clyde Hufbauer, Jeffrey
J. Schott, and Kimberly Anne Elliott, Economics Sanctions Reconsidered (Washington, DC: Institute for International Economics, 1985). For data

on the use of sanctions, see, Kathy Gilsinan, "A Boom Time for U.S. Sanctions," The Atlantic, May 3, 2019, https://www.theatlantic.com/politics/
archive/2019/05/why-united-states-uses-sanctions-so-much/588625/; and "Sanctions Programs and Country Information," U.S. Department of the
Treasury, https://www.treasury.gov/resource-center/sanctions/programs/pages/programs.aspx.

109  Zack Cooper and Eric B. Lorber, "The Right Way to Sanction China," National Interest, Feb. 23, 2016, https://nationalinterest.org/feature/

the-right-way-sanction-china-15285.

10 Eric B. Lorber, Securing American Interests: A New Era of Economic Power (Washington, DC: FDD Press, 2017), 14.

111 See, The Theft of American Intellectual Property: Reassessments of the Challenge and United States Policy, The National Bureau of Asian
Research, 2017, http://ipcommission.org/report/IP_Commission_Report_Update_2017.pdf.

112 "Economic Sanctions: Agencies Assess Impacts on Targets, and Studies Suggest Several Factors Contribute to Sanctions' Effectiveness," U.S.
Government Accountability Office, October 2019, https://www.gao.gov/assets/710/701891.pdf.
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cryptocurrency called the Petromoneda (or Petro) in
February 2018 that was backed by barrels of oil."
However, the effort has been unsuccessful for a va-
riety of reasons, including an executive order signed
by President Donald Trump in March 2018 that pro-
hibits transactions involving “any digital currency,
digital coin, or digital token, that was issued by ...
Venezuela on or after January 9, 2018”4 Neverthe-
less, North Korea, Russia, Iran, and others are also
reportedly exploring cryptocurrencies as part of an
effort to evade sanctions."

In addition, sanctioned countries can engage in cy-
ber theft against financial institutions or steal cryp-
tocurrencies as a source of funding, thereby under-
mining the impact of sanctions. North Korea seems
to be aggressively pursuing this path. According to
the U.S. Treasury Office of Foreign Assets Control,
North Korean state-sponsored cyber groups have
stolen over $1.1 billion dollars from financial insti-
tutions and banks in multiple countries. The groups
have also reportedly stolen $571 million in crypto-
currency alone, primarily from five exchanges in
Asia between January 2017 and September 2018.%¢

This suggests that the United States should be in-
tegrating its sanctions program within a broader cy-
berspace strategy. At a July 2019 hearing of the U.S.
Senate Banking Committee, David Marcus, the head
of Facebook’s new digital currency, suggested that
fragmentation of financial services was a risk to sanc-
tions and that, “[i]f we don’t lead, others will.”*” The
United States would be in a position to lead — and
maintain leverage over block-chain-based alternative
financial networks — “if the technology were devel-
oped or operated by a U.S. company obliged to adhere
to U.S. sanctions, technology-export restrictions, and
other relevant laws, or a foreign company with sig-
nificant U.S. exposure.””® This reality speaks to the
importance of lateral, integrated economic policies.
The U.S. government requires a strategy to bridge the

gap between its sanctions program and the realities
of cyberspace and emerging technologies.”®

In sum, a durable and strategic approach to eco-
nomic statecraft would use the different tools in
the toolbox in concert. It would complement re-
strictions on outbound investment with technolo-
gy transfer controls, other forms of targeted sanc-
tions, and domestic investment initiatives. It would
adapt investment screening and export controls,
implementing reforms mandated by recent legisla-
tion and recognizing the increasingly complex and
creative statecraft of America’s adversaries. And it
would also respond to emerging challenges to Amer-
ica’s economic influence, including cryptocurrencies
and other alternative financial networks, and to the
long-term viability of U.S. statecraft tools.

The United States has an extensive economic
statecraft toolbox, one that can be expanded further.
Those tools are an asymmetric capability that Amer-
ica should treat as such to maximize its advantage.
However, they will be most effective if implemented
in concert with like-minded partners, though doing
so can be complicated and slow, or even limit spe-
cific policy options.”* The statecraft and investment
measures described above must go hand-in-hand
with international coordination on technological de-
velopment, supply-chain management and protec-
tion, and trade and investment strategies.

II1. Increase International Cooperation

The COVID-19 pandemic has highlighted the uni-
versal vulnerabilities inherent to globalization, but
it also serves as a reminder of America’s unique
position in the world. The United States has a sin-
gular ability to lead international efforts, and that
ability endows it with great power. One of us wit-
nessed that reality firsthand during the financial cri-
sis when, as undersecretary of treasury for interna-

13 Jack Karsten and Darrell M. West, "Venezuela's ‘petro' Undermines Other Cryptocurrencies — and International Sanctions," The Brookings
Institution, March 9, 2018, https://www.brookings.edu/blog/techtank/2018/03/09/venezuelas-petro-undermines-other-cryptocurrencies-and-inter-
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16  "Treasury Sanctions North Korean State-Sponsored Malicious Cyber Groups," U.S. Department of the Treasury, Sept. 13, 2019, https://home.

treasury.gov/index.php/news/press-releases/sm774.
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mittee, July 16, 2019, https://www.banking.senate.gov/hearings/examining-facebooks-proposed-digital-currency-and-data-privacy-considerations.

118  Harrell and Rosenberg, Economic Dominance, Financial Technology, and the Future of U.S. Economic Coercion, 25.
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tional affairs, he helped coordinate the international
policy response. The United States makes the most
meaningful progress when it leads and orchestrates
international cooperation.

America’s partnerships and its leadership of mul-
tinational institutions are invaluable in a global cri-
sis, but those relationships are also unique resourc-
es to leverage and reshape in this era of great-power
competition. Many international organizations have
drifted from their founding principles and are in
need of reform. The United States should continue
to help lead those reform efforts and ensure inter-
national trade, internet governance, technology, and
public health standards evolve in line with Ameri-
can principles and interests.” The 2017 National
Security Strategy rightly highlighted the “invaluable
advantages that our strong relationships with allies
and partners deliver””*> America’s leaders should
continue to develop its network of like-minded part-
ners and use them to further the innovation and
statecraft agendas outlined above. In fact, those pol-
icies are unlikely to be effective without such inter-
national coordination.

More specifically, to reinforce its domestic inno-
vation agenda, the United States should consider
opportunities to establish partnerships dedicated
to the principled, multinational development and
fielding of core technologies.”® This effort could
expand the existing multinational industrial base
and lean on America’s longstanding military and in-
telligence partnerships,* including its robust intel-
ligence-sharing relationship with the “Five Eyes”
partners.”” Close friends, like Japan and possibly
India, should be central to these efforts. U.S. lead-
ers ought to also consider expanding the Defense
Innovation Unit model and establishing interna-
tional venture funds with the Five Eyes partners

plus Japan, NATO, and other treaty allies to help
jointly fund research in these nascent capabilities.
These coalitions could set standards for the adop-
tion and use of emerging technologies,*® and they
would not only optimize each country’s resources
and capabilities but also increase the interoper-
ability of their respective technologies — a boon
for military alliances and economic partners alike.
Similarly, encouraging academic and talent ex-
change programs among this group of close part-
ners would help develop knowledge and innovative
capacity both at home and abroad.

The case of the 5G network infrastructure is in-
structive. The recently released National Strategy to
Secure 5G outlines a number of initiatives to devel-
op and govern 5G, including supply chain risk man-
agement and international development goals.”
The United States is right to voice concerns about
supply chain security and the impact of 5G technol-
ogy. But, while Australia, Japan, and New Zealand
share America’s concerns, even close U.S. partners
think they can mitigate the security risks posed by
Huawei’s 5G technology, as we have seen with the
United Kingdom.”® Ultimately, the fate of efforts to
resist Huawei’s bids will depend on the availability
of affordable alternatives.

A bipartisan group of U.S. senators provided one
blueprint for how the United States could work with
its partners to make non-Huawei suppliers more
viable and affordable: by promoting the research
and development of open architecture networks,
providing material support to countries considering
alternatives to Huawei, and becoming more active
in standards-setting bodies.”® Another approach
would be to establish a U.S.-led “5G Development
Fund that would extend lines of credit ... to stra-
tegic partners seeking to develop 5G networks,” as

121 See, for example, Danielle Pletka, "It's Time for a New World Order," The Dispatch, April 14, 2020, https://thedispatch.com/p/its-time-for-a-
new-world-order. On technology standards, see, Robert Strayer, "The Role of Global Standards in the Battle for 5G Leadership," Remarks Given at
the Hudson Institute, Dec. 17, 2019, https://s3.amazonaws.com/media.hudson.org/Transcript_Role%200f%20Global%20Standards%20in%20the%20

Battle%20for%205G%20Leadership.pdf.
122 The National Security Strategy of the United States, 2.

123 For a similar proposal, see, Daniel Kliman et al., Forging an Alliance Innovation Base, Center for a New American Security, March 2020,
https://s3.amazonaws.com/files.cnas.org/documents/CNAS-Report-Alliance-Innovation-Base-Final.pdf?mtime=20200329174909.

124 See, "Defense Primer: The National Technology and Industrial Base," Congressional Research Service, Jan. 31, 2020, https://fas.org/sgp/crs/
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125  See, "Five Eyes Intelligence Oversight and Review Council," Office of the Director of National Intelligence, https://www.dni.gov/index.php/
who-we-are/organizations/enterprise-capacity/chco/chco-related-menus/chco-related-links/recruitment-and-outreach/217-about/organization/

icig-pages/2660-icig-fiorc.

126 See, for example, Rebecca Arcesati, "Chinese Tec Standards Put the Screws on European Companies," Mercator Institute for China Studies,
Jan. 29, 2019, https://www.merics.org/en/blog/chinese-tech-standards-put-screws-european-companies.

127 National Strategy to Secure 5G of the United States of America, The White House, March 2020, https://www.whitehouse.gov/wp-content/

uploads/2020/03/National-Strategy-5G-Final.pdf.

128 Max Colchester, "U.K. Allows Huawei to Build Parts of 5G Network, Defying Trump," Wall Street Journal, Jan. 29, 2020, https://www.ws;j.

com/articles/u-k-allows-huawei-to-build-parts-of-5g-network-11580213316.

129 For more information, see, "National Security Senators Introduce Bipartisan Legislation to Develop 5G Alternatives to Huawei," Press Release
from the Office of Sen. Richard Burr, Jan. 14, 2020, https://www.burr.senate.gov/press/releases/national-security-senators-introduce-biparti-
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a Reagan Institute task force suggested in 2019.%°
Through such a fund, the United States and its part-
ners could offer financial support to any middle- or
low-income country that chooses a non-Huawei
provider. America could also help establish an in-
ternational consortium to support alternatives to
Huawei’s 5G technology, such as Nokia or Ericsson.
There is, in other words, a range of options for in-
ternational coordination on 5G development, which
the U.S. government is wisely considering. Similar
opportunities can be found in AI development and
other emerging technologies.”"

Actively engaging and leading standards-setting
bodies would help the United States further pro-
mote both domestic and partner innovation. Amer-
ica’s competitors work to influence and set inter-
national technical standards to advance their goals
of technological leadership.®* These efforts func-
tion alongside state subsidies and market access
restrictions to net long-term market shares.’ In-
deed, as noted by Alan Beattie, “first-mover advan-
tage in setting standards and rules can give a pow-
erful edge to companies and businesses.”3* The
National Strategy to Secure 5G recognizes that to
maintain its innovation leadership and market ac-
cess in high-tech sectors the United States should
be more proactive in promoting favorable and open
standards. It can do so by increasing its presence
in key multilateral bodies, encouraging U.S. firms
to engage in standards-setting bodies through tax
incentives, and ensuring export controls or other
sanctions do not prevent U.S. entities from engag-
ing in these organizations.

To secure international innovation and expand its
own statecraft efforts, the United States should help

its partners develop and implement mechanisms to
review foreign investments and address technolo-
gy transfer. America’s partners have been subject
to malicious foreign investments.®> The European
Union has awoken to the challenge and is develop-
ing guidance for screening investments in critical or
dual-use sectors, including health, energy, and com-
munications.® While the United States should tread
carefully, E.U. members may need help implement-
ing that guidance and establishing processes for de-
liberate, thorough review, modeled after the U.S. ap-
proach. The United States could similarly work with
G7 members and other partners around the world to
strengthen their measures.

The United States should also continue to offer
technical assistance and financial support to coun-
tries considering major foreign infrastructure invest-
ments.”” Though often overstated, China’s infrastruc-
ture and investment programs, such as the Belt and
Road Initiative, and its push to export its internet
governance model have challenged America’s posi-
tion in the global economy over the past decade. The
United States has been wise not to try to out-compete
China in every corner of the world. Instead, it should
expand its initiatives to work with partners to offer
alternatives to Chinese-backed projects that create
unsustainable debt levels or corrupted networks. As
Matt Pottinger, the deputy national security adviser,
explained at the Raisina Dialogue in January 2020,
the United States can work with the private sector,
like-minded partners, and international lending bod-
ies to promote commercial development, transparen-
cy, and high standards and to help developing states
integrate into that principled, fair, and open system,
which in turn will buttress America’s position with-
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131 See, for example, Mike Gallagher and Tom Tugendhat, "Five Eyes Must Lead on 5G," War on the Rocks, April 25, 2019, https://waronth-
erocks.com/2019/04/five-eyes-must-lead-on-5g. (In this article, the authors describe a technical cooperation program related to Al).

132 The new "China Standards 2035" plan, for example, sets out an ambitious initiative to shape the standards of technologies that will be cen-
tral to critical infrastructure. See, Arjun Kharpal, "Power Is 'up for grabs": Behind China's Plan to Shape the Future of Next-Generation Tech," CNBC,
April 26, 2020, https://www.cnbc.com/2020/04/27 /china-standards-2035-explained.html.

133 China, for example, has worked to influence Al and Internet of Things standards, among others. For more information about their Al-related
efforts, see, 2019 Annual Report to Congress, U.S.-China Economic and Security Commission, 214-15. For more on Internet of Things efforts, see,
John Chen et al., China's Internet of Things, U.S.-China Economic and Security Commission, October 2018, https://www.uscc.gov/sites/default/

files/Research/SOSi_China%27s%20Internet%200f%20Things.pdf.

134 Alan Beattie, "Technology: How the US, EU and China Compete to Set Industry Standards," Financial Times, July 23, 2019, https://www.

ft.com/content/0c91b884-92bb-11€9-aeal-2b1d33ac3271.

135  For accounts of foreign direct investment in Europe, see, Agatha Kratz et al., Chinese FDI in Europe: 2019 Update, Mercator Institute for

China Studies, April 8, 2020, https://www.merics.org/en/papers-on-china/chinese-fdi-in-europe-2019; and Elisabeth Braw, "China Is Bargain Hunt-
ing—and Western Security Is at Risk," Foreign Policy, April 15, 2020, https://foreignpolicy.com/2020/04/15/china-is-bargain-hunting-and-western-
security-is-at-risk/.

136  For recent E.U. guidance, see, "Guidance to the Member States Concerning Foreign Direct Investment and Free Movement of Capital from
Third Countries, and the Protection of Europe's Strategic Assets, Ahead of the Application of Regulation (EU) 2019/452 (FDI Screening Regulation),"
European Commission, March 25, 2020, https://trade.ec.europa.eu/doclib/docs/2020/march/tradoc_158676.pdf.

137 The administration's Blue Dot Network, for example, is a step in the right direction. For more information, see, "Blue Dot Network," U.S. State
Department, accessed May 4, 2020, https://www.state.gov/blue-dot-network/.


https://warontherocks.com/2019/04/five-eyes-must-lead-on-5g/
https://warontherocks.com/2019/04/five-eyes-must-lead-on-5g/
https://www.cnbc.com/2020/04/27/china-standards-2035-explained.html
https://www.uscc.gov/sites/default/files/Research/SOSi_China%27s%20Internet%20of%20Things.pdf
https://www.uscc.gov/sites/default/files/Research/SOSi_China%27s%20Internet%20of%20Things.pdf
https://www.ft.com/content/0c91b884-92bb-11e9-aea1-2b1d33ac3271
https://www.ft.com/content/0c91b884-92bb-11e9-aea1-2b1d33ac3271
https://www.merics.org/en/papers-on-china/chinese-fdi-in-europe-2019
https://foreignpolicy.com/2020/04/15/china-is-bargain-hunting-and-western-security-is-at-risk/
https://foreignpolicy.com/2020/04/15/china-is-bargain-hunting-and-western-security-is-at-risk/
https://trade.ec.europa.eu/doclib/docs/2020/march/tradoc_158676.pdf
https://www.state.gov/blue-dot-network/

Economic Might, National Security, and the Future of American Statecraft

in the global economy.*® The International Develop-
ment Finance Corporation — formerly the Overseas
Private Investment Corporation — and multinational
organizations, such as the Inter-American Develop-
ment Bank and the World Bank, will be the key actors
in directing infrastructure investments. Fortunately,
they require relatively low levels of federal funding.®®

Finally, U.S. policy should give preference to ex-
panded trade and investment relationships with
like-minded states. As Rep. Mike Gallagher has ar-
gued, trade is a powerful tool for incentivizing allies
and partners to adopt U.S. security standards re-
garding new technologies and supply chains, which
in turn advances America’s economic statecraft
objectives.*° Such agreements also reduce depend-
encies on other countries with interests that may
diverge from those of the United States and give
the United States greater influence over a range
of global decisions that address areas of conver-
gence, including data protection, ethical standards
for the use of emerging technologies, and other is-
sues related to data flows. Offering favorable trade
terms in return for agreement on security proto-
cols is a win-win opportunity for the United States
that protects America’s asymmetric position. To
quote Aaron Friedberg and Charles Boustany, Jr.,
“High-standard trade agreements linking the econ-
omies of North America, Europe, and parts of Asia
would help fuel the growth of all the nations in-
volved, enhancing their collective wealth and pow-
er and strengthening their ability to defend shared
interests and common values.”*#

International coordination of the type envisioned
here will require regular collaboration between U.S.
and partner-state leaders, namely finance minis-
ters. Fortunately, U.S. leaders already meet with
America’s chief partners at the annual G7 summit
and other conclaves. Rather than reinventing the
wheel, the United States should consider estab-
lishing a follow-on session to the G7 summit that
is focused on the convergence of national securi-
ty and economic affairs, incorporating addition-
al countries such as Australia, New Zealand, and

India. Leaders could exchange information about
existing strategies, trade arrangements, and invest-
ments, similar to what already takes place in the
security arena at NATO summits.

Process and Personnel Reforms

This agenda, as important as it is, is unlikely to
move forward without dramatic shifts in the policy
process that has been in place for decades. To sup-
port this policy agenda, policymaking must shift
from a siloed, often tactical approach, to one that
is interdisciplinary, broadly focused, and consist-
ently strategic. The policymaking process will need
to include clear lines of authority for directing a
responsible pro-innovation policy, including mech-
anisms for deciding which sectors to support and
overseeing those efforts. And the U.S government
will need to supplement these reforms by attract-
ing, training, and retaining people with diverse,
multidisciplinary backgrounds to support highly
informed, high-quality decision-making.

It is easy to call for change, but, as history has
shown across a wide range of government reform
initiatives, it is difficult and sometimes impossible
to make them happen.”** As change looms on the
horizon, time and again the forces of inertia —
budgetary, bureaucratic, political — have emerged
to quash such possibilities before they gained mo-
mentum. So we are under no illusion that change
will be easy, and we accept that there are like-
ly a variety of means by which these goals could
be achieved. At the same time, we are convinced
that bold modifications to how policy is made and
to who makes it will be necessary to ensure the
spheres of economic policy and national security
policy are fully integrated, thus securing America’s
economic and political leadership going forward.
What follows are a series of suggested reforms and
guiding principles to precipitate the kind of radical
change that is required.

138
Jan. 16, 2020, https://www.youtube.com/watch?v=gotKrQTVKQA4.

139

See, Matt Pottinger, remarks on the "Coalitions and Consensus: In Defense of Values that Matter" panel at the Raisina Dialogue, New Delhi,

Zack Cooper, "Bridging the Transatlantic Divide on China," Testimony Before the House Foreign Affairs Committee Subcommittee on Europe,

Eurasia, Energy, and the Environment on China's Expanding Influence in Europe and Eurasia, May 9, 2019, https://docs.house.gov/meetings/FA/

FA14/20190509/109430/HHRG-116-FA14-Wstate-CooperZ-20190509.pdf
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tic-trading-begin-11581033321.
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Friedberg and Boustany, Jr., Partial Disengagement, 36.

Mike Gallagher, "Let the Trans-Atlantic Trading Begin," Wall Street Journal, Feb. 6, 2020, https://www.wsj.com/articles/let-the-trans-atlan-

For example, past efforts to reform the National Security Council process have had mixed success and the defense acquisitions process

has gone through nearly continuous cycles of reform, yet costs continue to rise. See, e.g., Charles P. Ries, Improving Decisionmaking in a Turbulent
World (Santa Monica, CA: RAND Corp., 2016), 23-25, https://www.rand.org/pubs/perspectives/PE192.html; Obaid Younossi, et al., "Is Weapon Sys-
tem Cost Growth Increasing? A Quantitative Assessment of Completed and Ongoing Programs," RAND Corp., 2007, https://www.rand.org/content/
dam/rand/pubs/monographs/2007/RAND_MG588.pdf; and Thomas L. McNaugher, "Weapons Procurement: The Futility of Reform," International
Security 12, no. 2 (Fall 1987): 63-104, https://www.jstor.org/stable/2538813.
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Reform Policymaking Organizations
and Processes

For decades, policymaking structures have not
been optimized for a converged environment.
Making the secretary of the treasury a statutory
member of the National Security Council in 2017
better integrated the policymaking community, but
much more can be done. Within the White House
itself, authority over the interconnected issues of
economic and national security affairs has long
been spread across multiple offices. The National
Security Council is “the President’s principal fo-
rum for considering national security and foreign
policy matters.”# At the same time, the National
Economic Council advises the president on domes-
tic and global economic policy. The Council of Eco-
nomic Advisers is “charged with offering the Presi-
dent objective economic advice on the formulation
of both domestic and international economic pol-
icy,”* while the Office of Science and Technology
Policy is responsible for providing “advice on the
scientific, engineering, and technological aspects
of the economy, national security ... [and] foreign
relations.”*# Each office contributes valuable input,
but the bureaucratic separation between them is
an impediment to developing national priorities
or presidential decisions on innovation, economic
statecraft, and related issues with implications for
both economics and national security.*

The U.S. government’s policy planning has simi-
larly been fragmented across numerous strategy
documents for decades. Strategies on national se-
curity and defense draw headlines,¥ but various
arms of the state also publish strategies on cyber
security, spectrum management, and other issue ar-

eas.® These documents, and the underlying efforts
that guide them, serve an important role in setting
priorities and expectations and can help each office
understand what the others are doing. But in past
administrations, they have rarely been well coordi-
nated across disciplines.

Even when priorities are set, no single entity or
person has responsibility for the execution of eco-
nomic statecraft. The secretaries of defense and
state and the director of the national intelligence
have clear ownership over the other three aspects
of national power — diplomacy, the military, and
intelligence, respectively. By contrast, the tools of
economic power and their use are split across agen-
cies, including the treasury and commerce depart-
ments.® As a result, there has long been insufficient
top-down authority for the large-scale execution of
national objectives in this arena.

These longstanding barriers have limited gener-
ations of policymakers. In the convergent environ-
ment, it will be ever more important to integrate
national security and economic decision-making.
To do so, the U.S. government should consider new
approaches to developing policy and setting prior-
ities for economic statecraft and innovation poli-
cy. These processes should include international
coordination and should break down existing bu-
reaucratic barriers, establish clearer policymaking
authorities in the realm of economic competition,
and develop mechanisms to coordinate research,
development, and innovation.’s

Below we consider several distinct potential re-
form models to the policymaking process and struc-
ture, looking at methods to address economic state-
craft and innovation both together and separately.
Some of these are not novel approaches, and all

143 "National Security Council," The White House, https://www.whitehouse.gov/nsc/.

144 Council of Economic Advisers, The White House, https://www.whitehouse.gov/cea/.

145  Office of Science and Technology Policy, The White House, https://www.whitehouse.gov/ostp/. There are other groups that could be men-
tioned among those identified in the text, such as the American Technology Council or the Office of Management and Budget, the latter of which
includes both an Office of the Chief Information Officer and the U.S. Digital Service.

146 See, e.g., The Contest for Innovation, 14.

147 The National Security Strategy of the United States; and "Summary of the National Defense Strategy of the United States," Department of
Defense, January 2018, https://dod.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf.

148  See, e.g., Description of the National Military Strategy of the United States, The Joint Chiefs of Staff, January 2018, https://www.jcs.mil/
Portals/36/Documents/Publications/UNCLASS_2018_National_Military_Strategy_Description.pdf; The National Cyber Strategy of the United

States; The National Strategic Overview for Quantum Information Science, Committee on Science of the National Science and Technology Council,
September 2018, https://www.whitehouse.gov/wp-content/uploads/2018/09/National-Strategic-Overview-for-Quantum-Information-Science.pdf;
"Presidential Memorandum on Developing a Sustainable Spectrum Strategy for America's Future," The White House, Oct. 25, 2018, https://www.
whitehouse.gov/presidential-actions/presidential-memorandum-developing-sustainable-spectrum-strategy-americas-future/; and The National
Artificial Intelligence Research and Development Strategic Plan: 2019 Update, Select Committee on Artificial Intelligence of the National Science
and Technology Council, June 2019, https://www.nitrd.gov/pubs/National-Al-RD-Strategy-2019.pdf.

149 For a breakdown of export control authority, see, "The U.S. Export Control System and the Export Control Reform Initiative," Congressional
Research Service, updated January 28, 2020, https://fas.org/sgp/crs/natsec/R41916.pdf.

150 A 2015 Government Accountability Office study, for example, found insufficient interagency coordination on the protection of critical
technologies and called for the lead departments, including Treasury, Commerce, State, and Defense, to do more to coordinate their efforts to
protect technologies. "Critical Technologies: Agency Initiatives Address Some Weaknesses, but Additional Interagency Collaboration Is Needed,"
Government Accountability Office, February 2015, https://www.gao.gov/assets/670/668382.pdf.
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of them have pros and cons, but each is worthy of
consideration as a means of restoring, or in some
cases creating, the required focus and necessary in-
frastructure where it is most needed.’*

I. Coordinate economic statecraft and innovation
in parallel by putting the National Security Council
in charge of interagency coordination of economic
statecraft and creating an innovation policy cell in
the National Economic Council.

In this model, the National Security Council would
manage an interagency process to identify policy
objectives and facilitate executive decision-making
regarding economic statecraft. Likewise, the Nation-
al Economic Council would establish an interagen-
cy process to coordinate innovation activities. Both
offices would also be responsible for coordinating
their efforts with international partners and with
each other. Ultimately, they would be most effective,
as discussed above, if they maintained open com-
munication with the private sector and non-govern-
ment leaders to get their input and their buy-in.

To coordinate economic statecraft policymaking,
the National Security Council could create a new
office headed by a deputy national security adviser
and responsible for an interagency process on eco-
nomic statecraft.’s* The office would be led by a sen-
ior official who would report to both the national
security adviser and to the director of the Nation-
al Economic Council. As with the former Office of
International Economics, now part of the National
Economic Council, this official would be a deputy
assistant to the president on the National Security
Council and deputy director of the National Eco-
nomic Council. This new office would chair an in-
teragency planning committee to ensure real-time
cooperation, communication, and, hopefully, col-
laboration among operational agencies, bureaus,

and offices, including the U.S. trade representative.
And it would have a mandate to coordinate not
only sanctions but also inducements — positive
measures to promote international coordination
and advance U.S. interests, such as foreign aid and
infrastructure investments. Japan has taken a simi-
lar step with the express goal of coordinating more
closely with the United States.'

To coordinate innovation activities, the Nation-
al Economic Council could establish an innovation
office, geared toward facilitating interagency, pub-
lic-private, and international communication and
coordination on matters of innovation, as guided
by the principles listed above.** The same official in
charge of the economic statecraft office at the Na-
tional Security Council could lead this office as well.
By wearing two hats, this person would be responsi-
ble for ensuring innovation and statecraft activities
work in tandem.

In some respects, these two councils are the nat-
ural centers for interagency processes, given their
existing interagency roles and the White House’s
unique executive authority and ability to cut across
bureaucratic siloes.” They also are flexible by de-
sign — with decision-making structures directed
by the president — making them ideal for address-
ing these rapidly evolving challenges.”¢ In addition
to practical benefits, establishing these two offices
in the White House could also signal the impor-
tance of innovation and economic statecraft and of
integrating economic and national security policy-
making processes.

However, the flexible design of the councils could
limit the permanence, depth, and potential sustaina-
bility of these efforts. Both policymaking structures
would also have limited capacity to influence pro-
gramming and budgeting, restricting the innovation
arm in particular.’” Moreover, it is easy to picture
these new offices turning into separate pockets

151 Past efforts to work around existing agency structures and interagency processes have often struggled — for example, the tendency toward
appointing “czars" or special envoys to address emerging challenges. See, Ries, Improving Decisionmaking in a Turbulent World.

152 In the past, these responsibilities could have been given to the Office of International Economics. However, the administration has moved
that office to the National Economic Council. There are pros and cons for doing so, and that decision is a reminder that the right policymaking
process is often a moving target that is in need of consistent reevaluation and study. See, Robert C. O'Brien, "Robert C. O'Brien: Here's How | Will
Streamline Trump's National Security Council," Washington Post, Oct. 16, 2019, https://www.washingtonpost.com/opinions/robert-c-obrien-heres-
how-i-will-streamline-trumps-national-security-council /2019/10/16/2b306360-f028-11€9-89eb-ec56cd414732_story.html.

153 Shunsuke Shigeta, "Japan to Add Economic Team to National Security Council," Nikkei Asian Review, Oct. 29, 2019, https://asia.nikkei.com/

Politics/Japan-to-add-economic-team-to-National-Security-Council.

154  As addressed elsewhere in this article, the executive branch has a unique capacity to facilitate information sharing and deconflict projects

across public, private, and international domains.

155 Colin Dueck, "The Role of the National Security Advisor and the 2006 Iraq Strategy Review," Orbis 58, no. 1 (Winter 2014): 15-38, https://

doi.org/10.1016/].0rbis.2013.11.007.

156  McGeorge Bundy argued, quoting Robert Cutler, that the National Security Council's flexibility was "a peculiar virtue" in a letter to Sen.
Henry Jackson. Organizing for national security: Hearings before the Subcommittee on National Policy Machinery of the Committee on Government

Operations United States Senate, Vol. 1(Washington, DC: GPO, 1961), 1336.

157 Both councils are non-operational and should remain that way. For a discussion of National Security Council roles, see, Kim Holmes, "Memo
to a New President: How Best to Organize the National Security Council," The Heritage Foundation, April 14, 2016, https://www.heritage.org/
defense/report/memo-new-president-how-best-organize-the-national-security-council.
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within the National Security Council and National
Economic Council staff. Should they become di-
vorced from other council functions, they would not
help increase the president’s decision-making ca-
pacity.s® There is also the real risk of overly central-
ized decision-making processes and insufficient ac-
countability, especially regarding innovation efforts,
so a careful design would have to guardrail against
these offices overstepping their bounds.™*

II. Address economic statecraft separately

by establishing an interagency, cabinet-level
coordinating body, chaired by a member of the
president’s cabinet.

As another possibility, the U.S. government could
develop a cross-agency committee responsible for
setting principles and directing traffic across the
economic statecraft portfolio.® It could be mod-
eled on the Committee on Foreign Investment
in the United States process and be chaired by a
cabinet member. This new committee would be re-
sponsible for strategic planning and setting policy
priorities for the execution of economic statecraft
and the various dimensions of the aforementioned
agenda. Members could include senior leaders
from relevant agencies and executive offices. Par-
ticipating agencies, such as the Departments of
Commerce and Treasury, may need to develop
more extensive policy-planning capabilities to con-
tribute to this process.* Specifically, this new com-
mittee, like the Committee on Foreign Investment
in the United States, would be complemented with
a working group ideally composed of sub-cabinet
officials from the Departments of Treasury and
Commerce offices involved in the rulemaking pro-
cess for the Bureau of Industry and Security and
the Office of Foreign Assets Control; the U.S. Trade
Representative’s office and other White House of-
fices; and the National Security Council and the Na-
tional Economic Council. The committee could be
housed either within the executive office or within
an executing agency, as the Committee on Foreign
Investment in the United States is, and motivated
by strict timelines for action, recalling what makes
the foreign investment committee most effective.

The committee would need to engage with the

private sector to understand international threats,
identify areas of need, and, to the extent possible,
encourage private actors to accept some of the
risks inherent to modern economic competition.
There are many ways to do this, including through
rulemaking processes or an advisory body made
up of business leaders, academics, analysts, and
former officials, which would issue regular reports
and send representatives to high-level committee
discussions. Participating agencies could also con-
vene similar executive boards. As we noted previ-
ously, the private sector has in important role to
play in addressing technology transfer, investment
risks, and emerging dynamics, including crypto-
currencies and data governance. This committee
should recognize that reality.

This type of structure would help establish clear
executive direction over economic statecraft, as ex-
ists for other elements of national power. As such,
it would need buy-in from participating agencies;
authority to, at a minimum, set priorities for policy
and rules; and clear oversight authority. However,
it risks becoming another silo in the expansive bu-
reaucratic landscape that is the executive branch.
Its success would depend on presidential support,
clear strategic goals, and the right personnel.

III. Promote innovation separately by

1) establishing an interagency coordinating
body responsible for innovation policy;

and 2) creating a cross-disciplinary advanced
research and development agency.

Similar to the economic statecraft coordinating
committee just described, an innovation coordi-
nating committee would be responsible for work-
ing with agencies, the private sector and outside
experts, as well as international partners to identi-
fy, communicate, and direct funding to innovation
priorities with the goal of ensuring comprehensive
research and development efforts.’®> The committee
would also help develop the types of international
innovation programs described above.

Its members could include senior agency leaders
with knowledge of ongoing innovation work, such
as the undersecretary of defense for research and
engineering; White House representatives from the

158  Luke Strange, The National Security Council: A Tool for Decision, American Enterprise Institute, March 2018, 10, https://www.aei.org/

wp-content/uploads/2018/03/NSC.pdf.

159 See, e.g., Colin Dueck, Strategic Planning for the New Administration, Hoover Institution, Dec. 15, 2016, https://www.hoover.org/research/

strategic-planning-new-administration.

160  Alexander Bobroske, "Reforming the National Security Council," American Action Forum, Dec. 21, 2016, https://www.americanactionforum.

org/research/reforming-national-security-council /.

161 Eric Lorber has recommended that the Treasury Department establish its own office of policy planning. Lorber, Securing American Interests, 10.

162  The Reagan Institute's task force on innovation recommended a similar body and outlined positive principles for its role, which we draw from

here. The Contest for Innovation, 15.
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National Security Council, the National Econom-
ic Council, and other executive offices; and heads
of major research laboratories. Given that it would
be responsible for strengthening and motivating
private sector innovation, this body would need a
mechanism to ensure regular coordination across
academia, national laboratories, private industry,
and other innovation hubs. An advisory board, like
that described in the previous option, may suffice.
This new committee could also maintain a stand-
ing subcommittee of non-government advisers and
could be housed either within the executive office or
within an executing agency.

This committee risks running into many of the
same problems as the economic statecraft commit-
tee, as well as the risk of overstepping its bounds
and getting into the business of picking winners
and losers. The investment principles outlined
above would form necessary guardrails to its activ-
ities, as would congressional oversight and regular
reporting on funding priorities.

A cross-disciplinary advanced research and de-
velopment agency could direct funding for innova-
tion priorities and be responsible for promoting the
development of technologies that maintain Ameri-
ca’s innovation leadership. It would be the means
to fund research and development projects that fall
outside existing agency mandates and could direct
funding across sectors. If modeled after DARPA,
such an agency would set and execute its own in-
vestment projects, though it ought to be bounded
by our investment principles. It would ideally rep-
licate the successes enabled by DARPA’s autonomy
and bottom-up governance structure and therefore
encourage greater risk tolerance among policymak-
ers.’ It could, moreover, serve the dual purpose
of strengthening the innovation iron triangle and
facilitating multilateral innovation initiatives.

A generalized research and development agency
could also be the execution arm of the innovation
committee described above. With knowledge of the
research and development programs at each gov-
ernment agency, that committee would be responsi-
ble for ensuring projects are not duplicative; would
set priorities for this agency’s work; and would re-
ceive congressional appropriations, earmarked for
the research and development agency to distribute.

However, as multiple Government Accountabil-
ity Office studies have found, DARPA’s model is

most effective when pursuing defined technical
goals in areas with either clear customer demand
or existing expertise.’® It struggles in the absence
of those conditions and when asked to trans-
late research projects into programs of record
or sustained development projects.’® A national
research and development agency would need
to overcome both these obstacles. And it would
ideally receive not only clear strategic guidance
about what sorts of projects it could fund but also
hands-off oversight, which introduces risks of un-
due influence and cronyism.

The options outlined here are by no means ex-
haustive, and each has its advantages and disad-
vantages. But they all point to a set of guiding prin-
ciples that should inform any effort to reform the
policymaking process:

Principle I: Establish strong lines of executive authority

For this new policy agenda to be effective, there
needs to be clearer, more decisive authority to
direct economic statecraft and innovation policy,
as there is in other areas of national power. The
policymaking process can leverage the extensive
strategic planning that already occurs across gov-
ernment to set priorities, but there should be more
cross-disciplinary execution authority.

Principle II: Establish clear budgetary authority
and prudent oversight and accountability measures

To the extent possible, new policymaking struc-
tures should be given authority over budget priori-
ties or even be authorized to direct funding. There
are substantial risks to forming national innovation
policies and centralizing authority, but fear of fail-
ure should not get in the way of innovation, which
is a costly, inefficient process. While accountable
parties and regular congressional oversight are
necessary, the policymaking process ensures some
measure of risk tolerance on the part of overseers.

Principle III: Convene policymakers from across
all relevant government offices at the cabinet or
sub-cabinet level

To reinforce the significance of the reforms and
break down bureaucratic barriers between execu-

163 Erica RH. Fuchs, "Cloning DARPA Successfully," Issues in Science and Technology 26, no. 1 (Fall 2009): 65-70, https://www.jstor.org/sta-

ble/43315003.

164  See, e.g., "Defense Science and Technology: Adopting Best Practices Can Improve Innovation Investments and Management," Government
Accountability Office, June 29, 2017, https://www.gao.gov/products/GAO-17-499; and "Defense Acquisitions: DOD's Use of Other Transactions for
Prototype Projects Has Increased," Government Accountability Office, Nov. 22, 2019, https://www.gao.gov/products/GAO-20-84.

165  "Defense Science and Technology: Adopting Best Practices Can Improve Innovation Investments and Management."
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tive offices and executing agencies, the policymak-
ing process must include and influence each of
those authorities.

Principle IV: Coordinate with the private sector,
academia, and international partners

The policymaking process should find ways to
support the private sector through co-investments
and public-private partnerships, to work more
closely with allies and partners, and to leverage the
unique capabilities of the U.S. government.

A variety of organizational models could adhere
to these principles. None will be perfect, but what-
ever form it takes, the policymaking process must
change the way it has operated for decades. The
president should consider establishing a bipartisan
commission to study and identify organizational
and process reforms. The commission could be
comprised of current and former government of-
ficials with experience in these issue areas, as well
as business leaders and outside experts, and mem-
bers could be appointed by both the White House
and Congress. Its goal would be to propose new
policymaking designs that would systematically
integrate national security and economic policy,
guided by the principles presented here. Howev-
er, even with the right processes and organization,
policymaking will suffer without the right people
sitting around the table. That is the final compo-
nent of this reform agenda.

Reform Government Talent Management

To get the right people, personnel and talent
management policies should evolve to include
programs to attract, retain, and train people with
different profiles: lateral, creative, out-of-the-box
thinkers as well as substantive experts, particular-
ly in science and technology. The range of policy
responsibilities outlined above necessitates differ-
ent competencies, but they all require cross-disci-
plinary thinkers, with a mix of technical and soft
skills, often with non-traditional backgrounds.
Some efforts have already been undertaken to
draw this type of talent into civil servant roles in
departments and agencies, producing pockets of
technology talent in areas such as the U.S. Digital
Service (located within the Office of Management
and Budget) and 18F (located within the Technol-

ogy Transformation Service at the General Servic-
es Administration), as well as tech-focused offices
within the Intelligence Community and Depart-
ment of Defense.

To ensure America’s primacy in this new era,
these efforts will need to be accelerated. To begin
with, federal agencies should exercise their sub-
stantial, but underutilized, hiring authorities to de-
velop a stronger career workforce.'® The pay gap
between public and private sector jobs disincen-
tivizes top talent from entering government jobs.
Agencies could help overcome that obstacle and
improve recruiting and retention numbers by pro-
viding greater access to continuing education and
training — as the U.S. military does for uniformed
personnel — and should consider offering alterna-
tive career pathways that support such talented
civilian employees.’”

At the same time, the executive branch ought to
develop cross-disciplinary relationships and exper-
tise through “joint” appointment structures. Sim-
ilar to the military’s requirement for joint billets
in order to be promoted, agencies could adopt a
new model of “national security professionals” and
make promotion to the senior executive service
contingent upon cross-department experience.®
Participating agencies could include the Depart-
ments of State, Commerce, Treasury, Defense,
and even Justice, Energy, and Homeland Security.
While the ideal professional experiences and back-
grounds would vary by role, these sorts of joint ca-
reer experiences would help prepare senior profes-
sional staff for the increasingly integrated spheres
of economic and national security policymaking.

In addition, the federal government should de-
velop far more robust partnerships with private in-
dustry to draw on its talent and ideas. Individuals
participating in these partnerships could sign up for
temporary, multi-year “tours of duty” or for more
permanent arrangements that would place private
sector talent into agencies on a longer-term basis.
These partnerships could also facilitate the flow
of ideas and solutions into the U.S. government,
whether through short-term private competitions
or through longer-term research and development
relationships. Agencies could also establish fel-
lowship programs, in the vein of the White House
fellowships, to draw in talented young people with
varied skill sets. These programs have their faults,
but if well-managed and housed within a particular
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agency, multiyear fellowships could fill known gaps
in agency workforces and bring in technologists,
entrepreneurs, and other non-traditional talent.
More broadly, the federal government must reform
USAJOBs (the federal government’s online hiring
portal) and reduce other unnecessary hiring barri-
ers that might deter otherwise interested talent.*

Similar arrangements should be established with
universities and other institutions to promote the
education of students committed to public service
in a variety of fields. These students could either
enter government to help shape the next genera-
tion of leaders or participate in the research and
development necessary to help position the United
States to compete and succeed in this new land-
scape. Such programs could be linked to scholar-
ship or debt-forgiveness programs as referenced
above. Other countries have already undertak-
en similar efforts. Israel, for example, handpicks
young students with a high cyber aptitude to join
Unit 8200 of the Israel Defense Forces.””® This has
significant knock-on effects, as those individuals
often stay in the military long term and add their
expertise to Israel’s public mission.

Personnel reforms should not be limited to career
appointments and civil servants. Political appoint-
ments should draw from a more varied talent pool
of people with unique track records of success and
experience. Such individuals are needed to help
confront ever more complex issues at the intersec-
tion of security, technology, and economics. Those
with backgrounds in related issues, especially with
cross-disciplinary and high-tech experience, will
be best prepared to take on these challenges. Yet,
this is where the current policies, pay limitations,
and rigorous Senate ethics rules and confirma-
tion processes can deter even the most patriotic
of high-quality candidates from accepting appoint-
ments. These rules exist for good reason, and risks
of corruption and unethical behavior must be bal-
anced against the risks of not getting the right peo-
ple. But in order to attract and retain the kind of
talent that will be necessary for America to prevail
in great-power competition, some dramatic chang-
es will be required as highlighted in a recent study
by Business Executives for National Security.””*

In sum, the U.S. government’s “talent strategy”
and the much needed reforms should be guided by
the following principles: 1) attract the best people

possible with diverse, cross-disciplinary, and tech-
nical backgrounds, for both political and career ap-
pointments; 2) exercise existing hiring authorities
in full and employ new, flexible hiring tools; 3) ex-
pand career and educational opportunities for civil
servants; 4) be open to temporary or alternative
work arrangements; and 5) draw on the expertise
of the private sector and universities.
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There is a great deal to be done. The world is
changing in unprecedented and disruptive ways,
as the coronavirus pandemic is making clear. To
preserve America’s primacy, its political leaders
must leverage the country’s unique advantages
through policies that strengthen America’s inno-
vative capacity, economic statecraft, and position
as the leader and center of gravity of the inter-
national community while also making needed
reforms to the processes and the workforce that
guide such efforts.

To quote Samuel Huntington, “The ultimate test
of a great power is its ability to renew.”'”” We are
optimistic that by taking these, and other, impor-
tant steps, the United States will rise to this histor-
ic challenge. &
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